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1.2 TERTE
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Load log event
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Log WDT Reset
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Deep
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Application
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o #IMA1EHEFSE S (Initialize log region)
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o HAZHEMHE (Load log event)
e EN HEBREE A RAS 4R £ Ml -
o MBEEHEEARERIERZR (Check reset status)

MEZAREENRBLEBBEERR - MRIEERHEMNERRBEXEN - RIFCEHE
FIER SR EE R E AT -

o FCIRFAM/IKEESE 4 (Log Power-On/Power-Down)
SCEEFA S R IR BV B REL -

F%SESHEREMAENERXRIRE ( 8% POR * nRESET - Chip Reset * DPD Wakeup
%) . {84 WDT Reset «

o IREFPINMERREE (Log WDT Reset)

EfNERsRE —EFtEsS  BEEMLERRELLERNAKET - Al - 2AHEEEH
58 WDT - IREFRENBRIFERFEANRESE WDT - WDT &% WDT E8 -

o GLERMEAZEEER (Log hard fault)

ERAPITHB AR ERB RN 51 32r0BIMET - EREHERE -
AREANBRBIINEIRTERS - IS I ARCERRZ B RO REN T i -

1.3 RCERBHRERE
K% Flash B AEBNI% 32 it - MES—NUTRAaFEAMKO -

A 7XH LDROM ZEfE - SE&HBAHIEER 16 Mo ERGCFEEHTHE R ANV IFEES
1344 ( 552 (Ox2A8-0x8) *2 - 2%[E 1-1) - B 1-3NEHIEERE 7 REHETE -

Addr 0x00100000 0x00100004 0x00100008 0x0010000C
Data 0x00010002 0x00030004 0x00050006 FFF
Addr 0x00100010 0x00100014 0x00100018 0x0010001C
Data OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF

1-3 FTEH5E A
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1.4 FCERSEHREFTMIUL

EESBHEA B EEREERNENNERREERERCHERERRNITIHU -
o PR EE LIRS KRR P IR EREE -

ERE

B 1-4 7Rl 0x0010000C R HEIME MR8 - & —REFHNEITIHEZ 0x0000022A

{12 0x00100008 fiI & °
Addr 0x00100000 0x00100004 0x00100008 0x0010000C
Data 0x0000022A 0x0000022C 0x0000022A OxFFFFFFFF
Addr 0x00100010 0x00100014 0x00100018 0x0010001C
Data OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF

&l 1-4 it 5o sl
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LR - BEEEAINMREIFHEREIENETHZE (PC)

SP + 0x20 <previous= < SP points here before interrupt
SP + 0x1C XPSR )
SP+ 0x18 Return Address
SP+ 0x14 LR (R14)
SP + 0x10 | R12
: State context

SP + 0x0C R3 ‘
SP + Ox08 R2
SP + Ox04d R1
SP + Ox00 =Ty
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(Exception entry and return: https://developer.arm.com/documentation/duil095/a/The-
Cortex-M23-Processor/Exception-model/Exception-entry-and-return)

EARRHEEERNE 1-5 PR - MREMIIEIR SP + 0x18 WU E - BERER S AERZEERA
RELHUEEELEARNEEERENF FHELERERERBENIRESR
(KEIL\Objects\M251_System_Event_Logger.txt) S EV#EEIR/E - DIETEERORE AR

=

==

TEARF A HardFault_Handler & - ERN#EEERERER 6 (EXRE=Z ) + 2 (PUSH {17, Ir})
+ 4 ( SUB sp, sp, #0x10 ) = 12 {N[E 1-6 - Z21£ C B P EEEREIIE - FLERE AP
AY HardFault_Handler °

HardFault_Handler
0x00000f2C: b580 . PUSH {r7,1r}
0x00000f2e: bog84 . . SuB sp,sp,#0x10
0x00000130: 4671 qF MOV ri,lr
0x00000132: 4815 .H LDR re, [pc,#84] ; [0xf88] = 0x200000e8
0x00000134 : 6001 - STR rl, [re,#0]
0Xx00000136: 6800 .h LDR re, [re,#0]
xPSR xPSR xPSR
Return address Return address Return address
LR (R14) LR(R14) LR (R14)
] R12 __‘ R12 ] R12
R3 R3 R3
R2 R2 R2
R1 R1 R1
RO RO RO
Sp— — —
LR LR
Sp—»

SUB  sp,sp,#0x10
Sp—»

[ 1-6 HardFault_Handler 2 1EZ2 121
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EARE A WDT_IRQHandler & - EREEIEEREE5 6 ( EXRREE ) +2 (SUB sp, sp, #8)
=8 ME 1-7 - B C BRI IERUREMIIL - BESERENBDH WDT_IRQHandler »

WDT_IRQHandler
0x00001b28: bo82 50 SuB sp,sp,#8
0x00001b2a: 4671 qF MoV ri,1r
0x00001b2c: 481a .H LDR ro, [pc,#104] ; [0x1b98] = 0x200000e8
0x00001b2e: 6001 o STR rl, [re,#0]
0x00001b30: 6800 .h LDR roe, [re,#0]
B xPSR B xPSR
Return address Return address
LR (R14) LR (R14)
_ R12 _ R12
R3 R3
R2 R2
R1 R1
Sp — RO _ RO
SPp—»

B 1-7 WDT_IRQHandler & 1EZ 1R E

Jul. 15, 2023 Page 7 of 27 Rev 1.00



NUvVOoOTOoON M251/M252/M254/M256/M258 Series

1.5 MITHER

£ UART 2B InEES SRR ER G RERER 115200 - MTEENARFW FFAREL -

[0] Dump all system events
[1] Dump system event summary
[2] Clear all system events
[3] Trigger hard fault

[4] Trigger WDT reset

[5] Trigger power down

[6] Reset chip

e [0] Dump all system events

WL SHETBARES A RERNRITIL -

Select: ©

[ PowerOn Count ] 2

[ PowerDown Count ] 2

[ HardFault Count ] 5

[ HardFault Addr ]
[ 5 ] 0x0000188C [ 4 ] 0x0000188C
[ 3 ] ox0000188C [ 2 ] ox00001886
[ 1 ] ox0000187E

[ WDT Reset Count ] 2

[ WDT Reset Addr ]
[ 2 ] 0x00000F22 [ 1 ] 0x00000F14

e [1] Dump system event summary

RBLSHSENRE - REHRENITUIL -

Select: 1
[ PowerOn Count ] 2
[ PowerDown Count ] 2
[ HardFault Count ] 5
[ HardFault Addr ] 0x0000188C
[ WDT Reset Count ] 2
[ WDT Reset Addr ] Ox00000F22

e [2] Clear all system events

BREZEHRRELENRVRE -
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e [3] Trigger hard fault
S EEB B RR =185 | RIFERS TR T E -

A 0~2 FAIG o iR A R R AR RS SE sR AT AL 3L

Select: 3

[0] M32(0) = ©;
[1] M32(FMC_LDROM BASE + FMC_LDROM_SIZE) = 0;
[2] M32(FMC_APROM BASE + @x1);

e [4] Trigger WDT reset
BRAPMNERREE - BENEhY -
e [5] Trigger power down

EANREEBEN - RFPCOKOER 1 IREEERT -

Select: 5
Enter deep power down mode
Set PC.0 from © to 1 to exit power down

e [6] Reset chip
EER% - EARWUE -
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2. RIEENA

EEEAEISRME F SHHFRIFNINEBERT - fCIBAIR System_Event_Logger.c
System_Event_Logger.h -

o BHER
/* Specify default data region tag */
#define SEL_DEFAULT_TAG Ox4E554843

/*
* TRUE: Skip duplicated system event in the same boot cycle
* FALSE: Log all system events in the same boot cycle
*/

#define SEL_SKIP_DUP_EVENT  (FALSE)

/* Dump how many address per line */

#define SEL_DUMP_ADDR_CNT (2)

o JRER

/* Error code */
typedef enum

{
eSEL_ERRCODE_SUCCESS = o,
eSEL_ERRCODE_INVALID BASE_ADDR = -1,
eSEL_ERRCODE_ERASE_FAIL = -2,
eSEL_ERRCODE_WRITE_FAIL = -3,
eSEL_ERRCODE_INVALID_TAG = -4,
eSEL_ERRCODE_DATA_FULL = -5,
eSEL_ERRCODE_SKIP_WRITE = -6,
eSEL_ERRCODE_INVALID_PARAM = -7,

} E_SEL_ERRCODE;

/* Data region type */

typedef enum

{
eSEL_EVENT_TYPE_POWER_ON_CNT
eSEL_EVENT_TYPE_POWER_DOWN_CNT,
eSEL_EVENT_TYPE_ADDR_IDX,
eSEL_EVENT_TYPE_HARD_FAULT_CNT
eSEL_EVENT_TYPE_HARD_FAULT_ADDR,
eSEL_EVENT_TYPE_WDT_RESET_CNT,
eSEL_EVENT_TYPE_WDT_RESET_ADDR,
eSEL_EVENT_TYPE_CNT

} E SEL EVENT TYPE;

9,

eSEL_EVENT_TYPE_ADDR_IDX,

Jul. 15, 2023 Page 10 of 27 Rev 1.00




NUvVOoOTOoON M251/M252/M254/M256/M258 Series

L = /‘I"l' mnE *%

typedef struct

{
uint32_t u32BaseAddr; /* Base address to save system event =/
uint32_t u32ByteSize; /* Byte size to save system event =/
uint32_t u32WriteHead; /* Current write header &
uintlé6_t uléDatalogCount; /* Current data log count =)
uintl6_t bLogAddr; /* TURE: Log address, FALSE: Log count */

} S_SEL_DATA_REGION;

/* Total need 16 + 16 * eSEL_EVENT_TYPE _CNT = 112 bytes */
typedef struct

{
uint32_t u32Tag; /* Tag to identify start/end of region =/
uint32_t u32BaseAddr; /* Base address to save system event =/
uint32_t u32ByteSize; /* Byte size to save system event =/

uint32_t u32LogMask; /* To prevent multiple log in the same boot */
S_SEL_DATA_REGION sDataRegion[eSEL_EVENT_TYPE_CNT];
} S SEL DATA LOGGER;

. EHEY

s_sDatalogger AR #E H MR BEHARE E R 45418 -
g_astrDataType EBRERN BN B FE(ES - ARHEFEEHL -

static S_SEL_DATA_LOGGER s_sDatalogger = { 0 };
const char *g_astrDataType[eSEL_EVENT_TYPE_CNT] =

{
"PowerOn Count", "PowerDown Count", "HardFault Count", "HardFault Addr", "WDT Reset
Count", "WDT Reset Addr"

}s
L4 %Ugé{bEﬂmmEEfI
BRERHRREHITREGNEREZEEATREN RS -
VEE:

* @details This function is used to init specified log region in APROM or LDROM to
save system event logs.

& @param[ln] u32BaseAddr Page alignment base address of log region.
w @param[ln u32ByteSize Page alignment byte size of log region.

@param[in] wu32Ta Specify custom tag or use default tag \ref SEL DEFAULT TAG to
1nd1cate start and end of dlfferent log.

* @param[in] bForceInit Force to initialize log region.
*

* @retval eSEL_ERRCODE_SUCCESS

& Init log region successfully
& eSEL_ERRCODE_INVALID_ BASE_ADDR

& Invalid base address

w eSEL_ERRCODE_ERASE_FAIL

* Failed to erase log region
*/

int32_t SEL_Init(uint32_t u32BaseAddr, uint32_t u32ByteSize, uint32_t u32Tag, uint32_t
bForcelInit)

{
int32_t 1i;
uint32 t u32Addr, u32DataSize;
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if ((u32BaseAddr % FMC_FLASH_PAGE_SIZE) != @)
return eSEL_ERRCODE_INVALID_ BASE_ADDR;

/* Region size is divided equally to data region size (4 bytes alignment) */
u32DataSize = (u32ByteSize / eSEL_EVENT_TYPE_CNT) & ~0x3;

/* Forced to erase whole log region to re-initialize if bForceInit == TRUE */
if (bForcelnit)

/* Erase specified flash region */
for (u32Addr = u32BaseAddr; u32Addr < (u32BaseAddr + u32ByteSize); u32Addr +=
FMC_FLASH_PAGE_SIZE)

{
if (FMC_Erase(u32Addr) != 0)
{
return eSEL_ERRCODE_ERASE_FAIL;
}
}

memset((void *)&s_sDatalogger, 0x0, sizeof(s_sDatalLogger));

}

/* Initialize base address and size of each data log region */
for (i = eSEL_EVENT_TYPE_POWER _ON_CNT; i < eSEL_EVENT_TYPE_CNT; i++)

{
s_sDatalLogger.sDataRegion[i].u32ByteSize = u32DataSize;

if (i > 0)
/* Other data region => Base address = end address of previous data region */

s_sDatalLogger.sDataRegion[i].u32BaseAddr = s_sDatalogger.sDataRegion[i -
1].u32BaseAddr + s_sDatalogger.sDataRegion[i - 1].u32ByteSize;

}

else
/* First data region => Base address = whole log region base address */
s_sDatalLogger.sDataRegion[i].u32BaseAddr = u32BaseAddr;

}

/* Check start/end tag of each data log region */
if ((inp32(s_sDatalogger.sDataRegion[i].u32BaseAddr) != u32Tag) ||
(inp32(s_sDatalLogger.sDataRegion[i].u32BaseAddr +
s_sDatalLogger.sDataRegion[i].u32ByteSize - 4) != (u32Tag + 1))

)

/* No valid start/end tag => Write start/end tag */
FMC_Write(s_sDatalogger.sDataRegion[i].u32BaseAddr, u32Tag);
/* Simply set start tag + 1 as end tag */
FMC_Write((s_sDatalLogger.sDataRegion[i].u32BaseAddr +
s_sDatalLogger.sDataRegion[i].u32ByteSize - 4), (u32Tag + 1));
s_sDatalogger.sDataRegion[i].u32WriteHead =
s_sDatalogger.sDataRegion[i].u32BaseAddr + 4;

}

/* Set data region type to log address */
if (i >= eSEL_EVENT_TYPE_ADDR_IDX)
s _sDatalogger.sDataRegion[i].bLogAddr = TRUE;
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}

s_sDatalogger.u32BaseAddr = u32BaseAddr;
s_sDatalogger.u32ByteSize = u32ByteSize;
s_sDatalogger.u32Tag = u32Tag;
s_sDatalLogger.u32LogMask = 0;

return eSEL_ERRCODE_SUCCESS;

}
o HAZMBMHH
/**
LD;Oﬁdetails This function is used to load system event log from log region in APROM or
B
* @retval eSEL_ERRCODE_SUCCESS:
& Load
& eSEL_ERRCODE_INVALID_TAG
w Cannot find valid tag
*/
int32_t SEL_LoadSystemEvent(void)
{
int32_t 1i;

uint32_t u320ffset, u32Addr, u32Data;

/* Traverse each data region to get write header and data count */
for (i = eSEL_EVENT_TYPE_POWER _ON_CNT; i < eSEL_EVENT_TYPE_CNT; i++)

{
u320ffset = s_sDatalogger.sDataRegion[i].u32BaseAddr;

/* Check base address of this data region contains start tag */
if (inp32(u320ffset) != s_sDatalogger.u32Tag)
return eSEL_ERRCODE_INVALID_TAG;

/* Traverse whole data region until read end tag or OXFFFFFFFF */

for (u32Addr = u320ffset + 4; u32Addr < (u320ffset +
s_sDatalogger.sDataRegion[i].u32ByteSize - 4); u32Addr += 4)

{
u32Data = inp32(u32Addr);

/* Reach end of data region */
if (u32Data == (s_sDatalLogger.u32Tag + 1))
break;

if (s_sDatalLogger.sDataRegion[i].bLogAddr)

{
if (u32Data != OXFFFFFFFF)
/* Valid address log => data log count + 1 */
s_sDatalogger.sDataRegion[i].ul6DatalLogCount++;
}
else
/* Set write header */
s_sDatalLogger.sDataRegion[i].u32WriteHead = u32Addr;
break;
}
}
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else

{
if ((u32Data & OXFFFF) != OXFFFF)

/* Valid count is in low 16 bits */
s_sDatalLogger.sDataRegion[i].ul6DatalLogCount = u32Data & OXFFFF;

}
else
{
if ((u32Data >> 16) != OXFFFF)
/* Valid count is in high 16 bits */
s_sDatalLogger.sDataRegion[i].ul6DataLogCount = u32Data >> 16;
/* Set write header */
s_sDatalogger.sDataRegion[i].u32WriteHead = u32Addr;
break;
}
}
}
}
return eSEL_ERRCODE_SUCCESS;
}
o W AFASHEER
FHEUJBENBRAETEEZNBLEER BLHERILUESZSFEH 15
[0] Dump all system events 5%[1] Dump system event summary °
EE3
LD;Oﬁdetails This function is used to dump system event log from log region in APROM or
ROM.
* @param[in] bDumpAll To dump detail log or not
& TRUE: Dump all logs
@ FALSE: Dump log count and latest address
*
* @retval eSEL_ERRCODE_SUCCESS:
& Success
*/
int32_t SEL_DumpSystemEvent(uint32_t bDumpAll)
{

int32_t i, j;
printf("---------m e \n");
for (i = eSEL_EVENT_TYPE_POWER_ON_CNT; i < eSEL_EVENT_TYPE_CNT; i++)
/* Check if this region is for address and its count > @ */
if (s_sDatalogger.sDataRegion[i].bLogAddr &&
s_sDatalogger.sDataRegion[i].ul6DatalLogCount)

/* If bDumpAll == TRUE, print all log address */
if (bDumpAll)

printf(" [ %-15s ]\n", g_astrDataType[i]);
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for (j = ©; j < s_sDatalLogger.sDataRegion[i].ul6DataLogCount; j++)
{
if ((j > @) & & (j % SEL_DUMP_ADDR_CNT) == @)
printf("\n");

printf(" [%3d ] ©x%es8x",
(s_sDatalLogger.sDataRegion[i].ul6DataLogCount - j),
inp32(s_sDatalLogger.sDataRegion[i].u32WriteHead - 4 * (j + 1)));

}

printf("\n");
}

else

/* If bDumpAll == FLASE, print latest log address */
printf(" [ %-15s ] 0x%08X\n", g astrDataType[i],
inp32(s_sDatalogger.sDataRegion[i].u32WriteHead - 4));
¥
}

else

/* Print data log count only */
printf(" [ %-15s ] %d\n", g_astrDataType[i],
s_sDatalogger.sDataRegion[i].ul6DatalLogCount);

}
}
printf (M- m e e e \n");
return eSEL_ERRCODE_SUCCESS;
}
o RCERETEN
Y LG R T A Re B fe E E RIS HRIETEL -
/**
* @details This function is used to log system event occurrence count.
*
* @param[in] eEventType System event type
*
* @retval eSEL_ERRCODE_SUCCESS:
* Log count successfully
* eSEL_ERRCODE_DATA_FULL
& Data region is full
& eSEL_ERRCODE_WRITE_FAIL
w Failed to write data
*/
int32_t SEL_LogCount(E_SEL_EVENT_TYPE eEventType)
{

uint32_t u320ffset, u32Data;
uintl6_t uléCount;

if (s_sDatalogger.sDataRegion[eEventType].bLogAddr == TRUE)
return eSEL_ERRCODE_INVALID PARAM;

/* Set SEL_SKIP_DUP_EVENT to TRUE to skip duplicated event log */
#if (SEL_SKIP DUP_EVENT == TRUE)
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if (s_sDatalLogger.u32LogMask & (1 << eEventType))
return eSEL_ERRCODE_SKIP_WRITE;

#tendif
ul6Count = s_sDatalogger.sDataRegion[eEventType].ul6DataLogCount + 1;
u320ffset = s_sDatalogger.sDataRegion[eEventType].u32WriteHead;
u32Data = inp32(u320ffset);

/* Check if log reaches end of data region */
if (u32Data == (s_sDatalogger.u32Tag + 1))
return eSEL_ERRCODE_DATA_FULL;

if (u32Data == OXFFFFFFFF)

/* Write count to high 16 bits */
u32Data = ((uléCount << 16) | OXFFFF);

}
else

/* Write count to low 16 bits */

u32Data = (u32Data & OxFFFF@@00) | uléCount;
}

FMC_Write(u320ffset, u32Data);

if (FMC_GET_FAIL_FLAG() || (g_FMC_i32ErrCode != eFMC_ERRCODE_SUCCESS))

{
FMC_CLR_FAIL_FLAG();

return eSEL_ERRCODE_WRITE_FAIL;
¥

/* Set new write header and update data log count */
/* Check low 16 bits of this word has been updated => Switch to next word */

if ((u32Data & OxFFFF) != OXFFFF)
s_sDatalogger.sDataRegion[eEventType].u32WriteHead = u320ffset + 4,

s_sDatalogger.sDataRegion[eEventType].ul6DataLogCount = ul6Count;

/* Set SEL_SKIP_DUP_EVENT to TRUE to skip duplicated event log */
#if (SEL_SKIP_DUP_EVENT == TRUE)

s_sDatalogger.u32LogMask |= (1 << eEventType);
#endif

return eSEL_ERRCODE_SUCCESS;

}
o FOERMUIL
I NY G R T LA Re SR Fa E BRI S HRO S8 AUtk -
/**
* @details This function is used to log system event occurred address.
*
* @param[in] eEventType System event type
* @param[in] u32PC System event occurred address
*
* @retval eSEL_ERRCODE_SUCCESS:
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Success
eSEL_ERRCODE_INVALID PARAM
Specify region is not for address
eSEL_ERRCODE_DATA_FULL
Data region is full
eSEL_ERRCODE_SKIP_WRITE
Skip this write if u32PC == OXFFFFFFFF or u32LogMask is set
eSEL_ERRCODE_WRITE_FAIL
Failed to write data

* X X X X ¥ ¥ ¥

*

*/
int32_t SEL_LogAddr(E_SEL_EVENT_TYPE eEventType, uint32_t u32PC)

{
uint32_t u320ffset, u32Data;

/* Check specified event type is for address */
if (s_sDatalogger.sDataRegion[eEventType].bLogAddr == FALSE)
return eSEL_ERRCODE_INVALID_ PARAM;

/* Set SEL_SKIP_DUP_EVENT to TRUE to skip duplicated event log */
#if (SEL_SKIP_DUP_EVENT == TRUE)
if (s_sDatalLogger.u32LogMask & (1 << eEventType))
return eSEL_ERRCODE_SKIP_WRITE;
#endif

u320ffset = s_sDatalogger.sDataRegion[eEventType].u32WriteHead;
u32Data = inp32(u320ffset);

/* Check not reach end of data region */
if (u32Data == (s_sDatalogger.u32Tag + 1))
return eSEL_ERRCODE_DATA_FULL;

if (u32Data != OxFFFFFFFF)
return eSEL_ERRCODE_SKIP_WRITE;

FMC_Write(u320ffset, u32PC);

if (FMC_GET_FAIL_FLAG() || (g_FMC_i32ErrCode != eFMC_ERRCODE_SUCCESS))
{

FMC_CLR_FAIL_FLAG();

return eSEL_ERRCODE_WRITE_FAIL;

}

/* Set new write header and add data log count */
s_sDatalogger.sDataRegion[eEventType].u32WriteHead = u320ffset + 4;
s_sDatalogger.sDataRegion[eEventType].ul6DataLogCount++;

/* Set SEL_SKIP_DUP_EVENT to TRUE to skip duplicated event log */
#if (SEL_SKIP_DUP_EVENT == TRUE)

s_sDatalogger.u32LogMask |= (1 << eEventType);
#endif

return eSEL_ERRCODE_SUCCESS;

e HardFault_Handler
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FETERE TR P R IR bR U EVS SR RR AL PO SEL_LogCount A SEL_LogAddr &z %
REANE -

void HardFault Handler(void)

{
__ASM volatile("mov %@, lr\n" : "=r"(g_u32LR));

if (g_u32LR & BIT2)

g pu32SP = (uint32_t* )_get PSP();
else

g pu32SP = (uint32 t* ) get MSP();

SESH 1.4 7 BRI HESPESRE I

/* Get information from stack */
/* Check assembly code to get correct stack pointer offset to get return address */

g_u32HardFaultPC = g_pu32SP[12];
SEL_LogCount(eSEL_EVENT_TYPE_HARD_FAULT_CNT);
SEL_LogAddr(eSEL_EVENT_TYPE_HARD_FAULT_ADDR, g u32HardFaultPC);
g pu32SP[12] += 2;

e WDT_IRQHandler

WDT 2—ESEFNER - JRARERBREINATER  REERKEARA
ARG #fT WDT 28 -

RSTF = 1
IF=1 (TRSTEN=1)

Trer 4 4

| |

RSTEN 1 T
(WDT_CTLID i i

IF T If T
(WDT_CTL[3)) &—-———-————————— ittt """ “““ = S‘TQ““*"
RSTF |
(WDT_CTLI2])

WDT reset Trst
(low reset) I: _________ :l

®  Tuor - Watchdog Clock Time Period
® Tns :Watchdog Time-out Inferval Period [ (2* ~ 2°°) * Tuor )

®  Tasp - Walchdog Reset Delay Penod
- Selectable 3/18/130/1026 * Typr delay period controlled
by RSTDSEL(WDT_ALTCTL [1:0))

® Teor - Watchdog Reset Period ( 63 * Typr )

2-1WDT EERBERE
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£E 2-19 : B Tns (BP0 ERGRER ) B45K - WDT BB ERPE (IF=1) -
FEFREXNNEAETE Treo BHIRNEE WDT 51888 - DIBILE WDT EE A4 - IRAZHEH
HUEHIREARMMREIFL - 2ABERKGEE WDT ZTEER - £ Trsmo BRE -
WDT 1Bl R MEE -

bR OIBER B B S0 IS E A8 5T 81sk Ik 5L #% 2] LDROM - TR REERE
7R .bss.noinit BEXAVERAFEE 2 g u32WDTResetPC P - E AR EE R ETRCEE ©

[ volatile uint32 t g u32WDTResetPC  attribute ((section(".bss.noinit"))); |

ERELEERT  MATMUOEEAIARERRSE - Al 2GREEEEMESL
WDT_IRQHandler ES@oRNAINEIRZFN IRQ EEEFT -

void WDT_IRQHandler(void)
{
__ASM volatile ("mov %0, lr\n" : "=r"(g_u32LR));
if (g_u32LR & BIT2)
g pu32SP = (uint32_t* )_get PSP();
else
g pu32SP = (uint32 t* ) get MSP();
SZEHE 1.4 7 BT HEE PSR
/* Get information from stack */
/* Check assembly code to get correct stack pointer offset to get return address */
g u32WDTResetPC = g pu32SP[8];
if (WDT_GET_TIMEOUT_INT FLAG() == 1)
{
/* For demo purpose - simply skip reset WDT counter to trigger WDT reset */
if (g_u32TriggerWDTReset == FALSE)
WDT_RESET_COUNTER();
/* Clear WDT time-out interrupt flag */
WDT_CLEAR_TIMEOUT_INT_FLAG();
}
}

. Hitme

void TestMenu(void)

{

char chItem, chSubItem;

Bl ———————————————\F
printf(" [©] Dump all system events \n");
printf(" [1] Dump system event summary \n");
printf(" [2] Clear all system events \n");
printf(" [3] Trigger hard fault \n");
printf(" [4] Trigger WDT reset \n");
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printf("
printf("
printf("

[5] Trigger power down \n");
[6] Reset chip \n");
Mt \n“ ) k)

chItem = getchar();
printf("Select: %c\n", chItem);

switch(chItem - '9")

{

case 0:

SEL_DumpSystemEvent (TRUE);
break;

case 1:

SEL_DumpSystemEvent (FALSE);
break;

case 2:

if (SEL_Init(SEL_LOG_BASE_ADDR, SEL_LOG_BYTE_SIZE, SEL_DEFAULT_TAG, TRUE) !=

eSEL_ERRCODE_SUCCESS)

printf("Failed to init system event logger !\n");

break;

case 3:
/* Test three ways to trigger hard fault */
PSR e e —————————————— )}
printf(" [0] M32(0) = 0; \n");
printf(" [1] M32(FMC_LDROM_BASE + FMC_LDROM SIZE) = @; \n");
printf(" [2] M32(FMC_APROM_BASE + 0x1); \n");
printf(H==============================================\n");

chSubItem = getchar();
printf("Select: %c\n", chSubItem);
switch (chSubItem - '@')

{
case 0O:
M32(0) = 0;
break;
case 1:
M32(FMC_LDROM_BASE + FMC_LDROM_SIZE) = 0;
break;
default:
M32(FMC_APROM_BASE + ©x1);
break;
}
break;
case 4:
g u32TriggerWDTReset = TRUE;
break;
case 5:

{

uint32_t u32PowerDownMode = CLK_PMUCTL_PDMSEL_DPD;

SEL_LogCount(eSEL_EVENT_TYPE_POWER_DOWN_CNT);
CLK_SetPowerDownMode (u32PowerDownMode) ;
CLK_EnableDPDWKPin(CLK_DPDWKPIN @, CLK_DPDWKPIN_RISING);

printf("Enter deep power down mode\n");
printf(" Set PC.0® from © to 1 to exit power down \n");
UART_WAIT_TX_EMPTY(UART®);
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/* Enter Power-down mode */
CLK_PowerDown();
printf("Wake up\n");
break;

¥

default:
UART_WAIT_TX_ EMPTY(UARTO);
SYS_ResetChip();
break;

o #a{E WDT

void WDT_Init(void)

{
/* Reset temporary address */
g u32WDTResetPC = OXFFFFFFFF;
/* Because of all bits can be written in WDT Control Register are write-protected;
To program it needs to disable register protection first. */
SYS_UnlockReg();
/* Configure WDT settings and start WDT counting */
WDT_Open(WDT_TIMEOUT 2POW16, WDT_RESET DELAY_1026CLK, TRUE, FALSE);
/* Enable WDT interrupt function */
WDT_EnablelInt();
/* Enable WDT NVIC */
NVIC_EnableIRQ(WDT_IRQn);
}
o FET
226 1-2 WANEARTIERE
int main()
{
SYS_Init();
/* Init UART to 115200-8nl for print message */
UART_Open(UARTO, 115200);
SYS_UnlockReg();
/* Enable ISP and CONFIG/LDROM/APROM update function */
FMC_Open();
FMC_ENABLE_CFG_UPDATE() ;
FMC_ENABLE_LD_UPDATE();
FMC_ENABLE_AP_UPDATE();
/* Config wake up pin @ - PC.@ as input */
GPIO_SetMode (PC, BITO, GPIO_MODE_INPUT);
GPIO_SetPullCtl(PC, BITO, GPIO_PUSEL_PULL_UP);
/* Enable IAP function to access LDROM */
if (((FMC->ISPSTS & FMC_ISPSTS_CBS_Msk) >> FMC_ISPSTS_CBS_Pos) & 1)
{
uint32_t au32Config[3];
FMC_ReadConfig(au32Config, 3);
if (au32Config[@] & 9x49)
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{
au32Config[@] &= ~0Ox40;
FMC_Erase(FMC_CONFIG_BASE);
FMC_WriteConfig(au32Config, 3);
printf("Wait chip reset done to enable IAP to access LDROM ...\n");
UART_WAIT_TX_EMPTY(UARTO);
SYS_ResetChip();
while (1)
5
}
}
printf("\n\n");
pnisA@E==——————— e ———————————\F
printf(" System Event Logger \n");
B \\F

if (SEL_Init(SEL_LOG_BASE_ADDR, SEL_ LOG_BYTE_SIZE, SEL DEFAULT TAG, FALSE) !=
eSEL_ERRCODE_SUCCESS)
printf("Failed to init system event logger !\n");

if (SEL_LoadSystemEvent() != eSEL_ERRCODE_SUCCESS)
printf("Failed to load system event !\n");

MRZRAKEEEHEMINER BN - RIEHTENUL - SARERA/LES
AR S AR ERF R REL -

if ((SYS_GetResetSrc() & SYS_RSTSTS_WDTRF_Msk) && WDT_GET_RESET_FLAG())
{

/* Log WDT reset count and address if reset is trigger by WDT */
SEL_LogCount(eSEL_EVENT_TYPE_WDT_RESET_CNT);
SEL_LogAddr(eSEL_EVENT_TYPE_WDT_RESET_ADDR, g_u32WDTResetPC);
g u32WDTResetPC = OXFFFFFFFF;
SYS_ClearResetSrc(SYS_RSTSTS_WDTRF_Msk);
WDT_CLEAR_RESET_FLAG();

}

else
SEL_LogCount(eSEL_EVENT_TYPE_POWER_ON_CNT);

WDT_Init();

/* Generate Systick interrupt each 10 ms */
SysTick_Config(SystemCoreClock / 100);
while (1)

/* TestMenu is for demo purpose and can be replaced by user application code. */
TestMenu();
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3. EXRCEAMER

31 BEEER
e BSP h4Ax
- M251 _M252 M254 M256 M258 Series BSP_CMSIS V3.02.004

e IDE fRA
- Keil uVersion 5.37

3.2 EREEK

o E/IEITH
- NuMaker-M258KG V1.1
o BEREE
- 1% UARTO TX ( PB.13) Hl3E# 2] PC UART RX - DIEER I EBIAZ BRI EE BT
3R ; & UARTO RX ( PB.12 ) Ml:EHEE|] PC UART TX - LUEERIFHIER -

- #% Wake Up PINO ( PC.0 ) fl2&#% %I GND -

- = D

UARTO TX (PB.13) UART RX

UARTO RX (PB.12) UART TX

Wake Up PINO (PC.0)
GND
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4. Hix&Es

7 EC_M251_System_Event_Logger V1.00

7~ Library Sample code header and source files
r—~ CMSIS Cortex® Microcontroller Software Interface
Standard (CMSIS) by Arm® Corp.
I~ Device CMSIS compliant device header file
r—~ StdDriver All peripheral driver header and source files

—~ SampleCode

I~ ExampleCode Source file of example code

4-1 Hir&s
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5. EEHIENHIT
1. R#¥E H & E M & & & A ExampleCode & £ B KEIL B & &k - & E
M251 System_Event_Logger.uvprojx °
2. EARERINE
o imiE
o FHEHNEREIEES
o EA/BHFIFRIEET
3. EARBENTE
o HITICHS
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property damage.
Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic energy
control instruments, airplane or spaceship instruments, the control or operation of dynamic, brake or
safety systems designed for vehicular use, traffic signal instruments, all types of safety devices, and
other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims to
Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages and liabilities
thus incurred by Nuvoton.

Please note that all data and specifications are subject to change without notice.
All the trademanrks of products and companies mentioned in this datasheef belong to their respective owners.
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