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1 Overview

The M2351 Secure Bootloader is a bootable code pre-written in the M2351 Mask ROM. 1t is
tamper-proof due to the Read-Only feature of Mask ROM. Besides, the memory attribute of
Secure Bootloader is configured as Execute-Only to prevent a thief from reading the source
code or tracing the instruction execution.

The trusted boot is a chain of trust process for verifying each software identity and integrity on
the system. The M2351 Secure Bootloader provides a root of trust solution for a system
developer to create a trusted execution system in the M2351 microcontroller (MCU).

In this document, Chapter 2 will detail the features of M2351 Secure Bootloader (NuBL1).
Chapter 3 introduces the features of NuBL2, NuBL32 and NuBL33. Chapter 4 describes the
secure boot verification mechanism in NuBL1 and NuBL2.

Chapter 5 "SecureBootDemo" will demonstrate how to develop a trusted execution system

launched from M2351 Secure Bootloader (also named NuBL1), including a trusted boot code

(also named NuBL2), a secure code (also named NuBL32) and a non-secure code (also

named NuBL33). Figure 1-1 shows the trusted execution system in M2351.

® System boots from M2351 Mask ROM, then NuBL1 performs Secure Boot verification to
NuBL2

® System runs in NuBL2 and performs the identity and integrity verification to
NuBL32/NuBL33

® System runs in NuBL32 to initialize the NuBL33 non-secure code and then jumps to
execute in NuBL33.

(Secure) M2351 (Non-secure)

 Boot : SecureBootDemo'
Mask ROM E

Secure Boot Verification
& execute

4 [

[ Secure Bootloader
(NuBL1)

<

erify

Non-secure Code
(NuBL32) Execute (NuBL33)

Secure Code

Figure 1-1 Trusted Execution System in M2351
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2 Secure Bootloader (NuBL1)

The Secure Bootloader (NuBL1) is a built-in bootloader in the M2351 Mask ROM. It is a boot-
up code to verify the next stage trusted boot code (NuBL2) in the M2351 trusted execution
system.

This chapter introduces the main features and related configuration of Secure Bootloader.

2.1 Features

The features of Secure Bootloader are as follows.

® Memory attribute is configured as Execute-Only Memory (XOM)

® Support Secure Boot verification for validating the identity and integrity of the next stage
firmware
B The verification is based on the ECDSA (Elliptic Curve Digital Signature Algorithm)
B Store the verification fail status at secure SRAM 0x2000_0000

® Perform SecurelSP function if OTP Public Key Hash is absent and secure Flash region

isn’t locked
B This function provides a secure encrypted channel to connect with SecurelSP Tool
via USBD/UART1

® Use internal HIRC-48M as system clock

Use internal HIRC-48M as USBD peripheral clock source in SecurelSP function

® Use internal HIRC-12M as UART1 peripheral clock source in SecurelSP function
B CONFIG3[2:0] UART1PSL is used to select UART1 TXD/RXD pins as follows

000: UART1_TXD (PB.7), UART1_RXD (PB.6)

001: UART1_TXD (PA.9), UART1_RXD (PA.8)

010: UART1_TXD (PF.0), UART1_RXD (PF.1)

011: UART1_TXD (PB.3), UART1_RXD (PB.2)

Others: UART1_TXD (PA.3), UART1_RXD (PA.2)

LR 2R 2B 2R 2

2.2 Boot Source Selection

CONFIGO in the User Configuration Block is an internal programmable configuration area for
specifying boot options in the M2351 series MCU. The boot source is selected by setting the
CONFIG[5] MBS and CONFIG[7] CBS, as shown in Figure 2-1.
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0 _ Mask ROM
(execute Secure Bootloader)

O | —» LDROM with IAP

1 —» APROM with IAP
e\ i

11— »

MBS CBS
(CONFIGO[5]) (CONFIGO[7])

Figure 2-1 Boot Source Selection

According to the boot source selection, the CONFIG[5] MBS should be configured to O to
execute the Secure Bootloader in the M2351 Mask ROM. To ensure the trusted boot, the
system developer should not erase CONFIG[5] MBS to 1, which will cause the system reboot
and execute the unauthenticated code in APROM or LDROM.

If the Secure Region Lock function is enabled, it's unable to erase CONFIGO through the ICE
interface. Therefore, the MBS can remain at O and the Secure Bootloader will be executed
first after power-on or reset.

Once a Flash mass erase command is executed, all Flash data including CONFIGO will be
erased to 1, thus the system will start from APROM on the next reboot. The system developer
should configure MBS to 0 and program the next trusted boot code again to implement a
trusted execution system launched from Secure Bootloader.

2.3 Execution Region

The Secure Bootloader code is built in the tamper-proof Mask ROM and placed in the secure
region between 0x0080 0000 to 0x0080_7FFF, with a total of 32KB.

The SRAM range used in the Secure Bootloader is from secure SRAM 0x2000_0000 to
0x2000_3FFF, with a total of 16KB.

Figure 2-2 shows the execution region of Secure Bootloader.
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0x80_7FFF

0x80_0000

Mask ROM (32KB)

(Secur Bootloader)

SRAM (96KB)

Secure SRAM

0x2001_7FFF

0x2000_3FFF
0x2000_0000

Jul 24, 2019

Figure 2-2 Execution Region of Secure Bootloader
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3 NuBL2, NuBL32 and NuBL33

In addition to the Secure Bootloader (NuBL1) in the Mask ROM, the M2351 trusted execution

system also includes a trusted boot code (NuBL2), a secure code (NuBL32) and a non-secure

code (NuBL33) to achieve the trusted boot. The function of these codes is briefly described

below.

® NuBL2: A trusted boot code as a customer loader to load and execute the next stage
secure code (NuBL32).

® NuBL32: A secure code to initialize secure services or an real-time operating system
(RTOS) then jump to execute in non-secure code (NuBL33).

® NuBL33: A non-secure code to perform system applications on the M2351 MCU.

Figure 3-1 shows the relation among the NuBL2, NuBL32, and NuBL33 in the M2351 trusted
execution system.

M2351 :
Secure World | Non-secure World
|
‘ |
Boot NuBL1 _ NuBL2 |
Verify & Load
(Secure Bootloader) (Customer Loader)

NuBL32 NuBL33

(Secure services, OS) (Applications)

Figure 3-1 NuBL2/NuBL32/NuBL33 Function in M2351 Trusted Execution System

To create a customized trusted execution system, a system developer can integrate the
NuBL32 into NuBL2 to create the system without supporting NuBL32, as shown in Figure 3-2.
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M2351

|
|
Secure World | Non-secure World
|
|
|

Boot NuBL1 Verify & Load NUBLZ
s y (Customer Loader, Verify & Execute

Secure services, OS)

ecure Bootloader)

NuBL33

(Applications)

Figure 3-2 Only NuBL2 and NuBL33 in Trusted Execution System

Alternatively, a system developer can also integrate both NuBL32 and NuBL33 into NuBL2 to
support NuBL2 only without customer loader function, as shown in Figure 3-3.

M2351
Secure World

Boot NuBL1 O NuBL2
== S ALLLLW (Secure services, OS,
(Secure Bootloader)

Applications)

Figure 3-3 Only NuBL2 in Trusted Execution System

The following sections describe the main features of NuBL2, NuBL32 and NuBL33 in the
M2351 trusted execution system.

3.1 NuBLZ2 Features

NuBL2 is the trusted boot code used to verify the NuBL32 and NuBL33. The features of
NuBL2 are as follows.

® The first stage secure code in the trusted execution system booted by NuBL1.
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® Verifies NuBL32/NuBL33 identity and integrity. After successfully verifying
NuBL32/NuBL33, the NuBL2 will generate a software reset to execute NuBL32.

3.2 NuBL32 Features
The NuBL32 is the secure initialization code. The features of NuBL32 are as follows.

® The second stage secure code in the trusted execution system booted by NuBL2.
® |Initializes and executes the non-secure code NuBL33.

3.3 NuBL33 Features
The NuBL33 is the non-secure code. The features of NuBL33 are as follows.

® A non-secure code in the trusted execution system and usually booted by NuBL32.
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4 Firmware Verification Mechanism

The current firmware needs to verify its identity and integrity before executing the next stage
firmware. In order to correctly verify the firmware, some components related to the next stage
firmware are required. The necessary components will be introduced in section 4.1.

The verification procedure is supported in both NuBL1 and NuBL2. The NuBL1 or NuBL2
identifies the firmware and verifies its integrity. The detailed verification procedure will be
introduced in section 4.2.

4.1 Required Components
4.1.1 Required Components to Verify the NuBL2

To achieve the Secure Boot verification in Secure Bootloader (NuBL1), the required
components related to NuBL2 are listed as follows.

® NuBL1 FW (Secure Bootloader, built in the M2351 Mask ROM)

® NuBL2 Marker (programmed in secure Flash)

® NuBL2 Public Key Hash (programmed in OTP0~3 region)

® NuBL2 FW INFO (programmed in secure Flash)

® NuBL2 FW (a trusted boot code, programmed in secure Flash)

Figure 4-1 shows the required components for verifying NuBL2 in the M2351 trusted
execution system.
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Secure Flash

NuBL2 FW INFO

ECDSA Signature
(256-bits + 256-bits)

FW Hash
(256-bits)

Metadata

(Firmware region, Extend information)

ECC Public Key
OTPO~ 3 FW INEO address [ (256-bits + 256-bits)

NuBL2 Public Key
Hash

NuBL2 Marker

+0x1c B Checksum

i +0x18 [ Reserved
MaskROM | G NuBL2 FW INFO address

+0x10 [ Magic Word (0x4C42754E)
NuBL1 FW
~0x80_0000 | NuBL2 FW start address

Figure 4-1 Required Component for Verifying the NuBL2

The function of each component is described as follows.

® NuBL1 FW is used to verify the identity and integrity of NuBL2
B Use NuBL2 Public Key Hash to identify NuBL2Use NuBL2 FW INFO and its ECDSA
signature for NuBL2 authentication
B Use NuBL2 firmware hash for verifying NuBL2 integrity
® NuBL2 Marker is used to indicate the NuBL2 execution address and NuBL2 firmware
information address.
® NuBL2 Public Key Hash located at OTP0~3 is a SHA-256 digest of NuBL2 ECC public
key
B |f the OTPO0~3 data are all “1”, it means that there is no public key hash in this
system, and NuBL1 will skip to identify NuBL2.
® NuBL2 FW INFO (firmware information) is a data block consisting of NuBL2 “ECC Public
Key”, “Metadata”, “FW Hash” and “ECDSA Signature”.
B Metadata includes firmware region and extend NuBL2 information
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B ECDSA Signature is generated with NuBL2 ECC private key and a hash message.
€ The hash message is a SHA-256 digest calculated by NuBL2 “ECC Public Key”,
“‘Metadata” and “FW Hash”.

4.1.2 Required Components to Verify the NuBL32/NuBL33
NuBL2 needs the required components as listed below to verify the NuB32 and NuBL33.

® NuBL32/NuBL33 Public Key Storage (programmed in secure Flash)
® NuBL32 FW INFO (programmed in secure Flash)

® NuBL33 FW INFO (programmed in non-secure Flash)
® NuBL32 FW (programmed in secure Flash)

® NuBL33 FW (programmed in non-secure Flash)

Figure 4-2 shows the required components for verifying the NuBL32/NuBL33 in the M2351
trusted execution system.
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Secure Flash

NuBL32 FW INFO

ECDSA Signature
(256-bits + 256-bits)

Non-secure Flash

NuBL33 FW INFO

ECDSA Signature
(256-bits + 256-bits)

FW Hash
(256-bits)

FW Hash
(256-bits)

Metadata

(Firmware region, Extend information)

Metadata

(Firmware region, Extend information)

Secure Flash

NuBL32/NuBL33
Public Key Storage

NuBL2 FW

ECC Public Key
(256-bits + 256-bits)

NuBL32 FW

ECC Public Key
(256-bits + 256-bits)

NuBL33 FW

The function of each requirement is described as follows.

Figure 4-2 Required Component for Verifying the NuBL32/NuBL33

NuBL32/NuBL33 Public Key Storage is used for NuBL2 to obtain the NuBL32/NuBL33

B Includes encrypted NuBL32/NuBL33 ECC public key and its SHA-256 digest
NuBL32/NuBL33 FW INFO (firmware information) is a data block consisting of
NuBL32/NuBL33 “ECC Public Key”, “Metadata”, “FW Hash” and “ECDSA Signature”
B Metadata includes firmware region and extend NuBL32/NuBL33 information.

B ECDSA Signature is generated with NuBL32/NuBL33 ECC private key and a hash

€ The hash message is a SHA-256 digest calculated by NuBL32/NuBL33 “ECC

()
ECC public key.
()
message.
Public Key”, “Metadata” and “FW Hash”.
Jul 24, 2019
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4.2 Verification Procedure

The following sections will detail the verification procedure in NuBL1 and NuBL2, including
identification, authentication and firmware integrity.

4.2.1 NuBL1 Verification Procedure
4.2.1.1 Identification

The identification is to ensure that the NuBL2 ECC public key (as NuBL2 firmware identity)
exists in the M2351 MCU.

The NuBL1 obtains the NuBL2 ECC public key in NuBL2 FW INFO, calculates its hash and
identifies it with the NuBL2 public key hash stored in M2351 OTP0O~3.

If NuBL1 does not recognize the NuBL2 identity, no firmware can be executed from NuBL1. It
means that only the firmware with the NuBL2 ECC public key (NuBL2 identity) can be
executed on the M2351 MCU.

Figure 4-3 shows the process of identification in NuBL1.
1. Reset to execution in Secure Bootloader (NuBL1).
2. Get and calculate NuBL2 ECC public key hash in (1).

3. Read OTPO0~3 (public key hash) in (2) and identify it using the calculated NuBL2 ECC
public key hash.

Secure World

" NuBL1 FW Scope " NuBL2 FW Package

NuBL2 FW INFO

(1) BLV (/I/nformation HasH\\}

NuBL1 FW

(Secure Bootloader) S i 1 BL?
(2) FW Hash 7 3 Metadata
orp % ECDSA Signature @;" - ,;:ij FW Hash
N | ”””””””””””””” k (ECSSA) 77777777777777777777777

If/Authenticatior;\) " my

NuBL2 FW
(trusted boot code)

(/Glossary of NuBL2 Key Group

BLV BL? AES’

| ECC Private Key ECC Public Key Private AES Key

Figure 4-3 Identification in NuBL1
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4.2.1.2 Authentication

The authentication intends to validate a NuBL2 FW INFO (firmware information) provided by
the NuBL2 developer.

Since the “ECDSA Signature” in NuBL2 FW INFO is generated using the NuBL2 ECC private
key and a hash message calculated by NuBL2 “ECC Public Key”, “Metadata” and “FW Hash”.
NuBL1 can verify the “ECDSA Signature” using the NuBL2 ECC public key and the calculated
hash message without knowing the exact NuBL2 ECC private key.

After authentication, NuBL1 can obtain the valid NuBL2 firmware region and hash for
firmware integrity verification.

Figure 4-4 shows the process of authentication in NuBL1.

1. Calculate an information hash in (1), (2) and (3)
B [t's a SHA-256 digest that calculated by NuBL2 “ECC Public Key”, “Metadata” and
“‘FW Hash”
2. Perform ECDSA signature verification using the calculated information hash, the NuBL2
ECC public key in (4), and the ECDSA signature in (5)

Secure World

" NuBL1 FW Scope " NuBL2 FW Package

)))y Calculate Message NuBL2 FW INFO
e K‘ Information Hash e
{ Authenticatio% { Information Hash '

”””””””””””” | | '
iL ) Metadata : BL?

[ Verify Signature | FW Hash | | Metadata

‘ ECDSA Signature

ECDSA Signature 1| FW Hash

lEcosa)

% BL?
NuBL2 FW ‘
Ji T | (trusted boot code)
{ Intergrity

Figure 4-4 Authentication in NuBL1

4.2.1.3 Integrity

Performing the firmware (NuBL2 FW) integrity verification is the last verification mechanism in
the trusted execution system.

NuBL1 obtains the firmware region in the Metadata from NuBL2 FW INFO to calculate the
NuBL2 firmware hash.

After that, NuBL1 performs firmware integrity verification using the calculated NuBL2 firmware
hash and FW Hash in NuBL2 FW INFO.
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Figure 4-5 shows the process for verifying integrity in NuBL1.

1. Obtain FW Hash from NuBL2 FW INFO in (1).
2. Calculate the firmware hash in (2) and compare it with FW Hash.
B The calculated NuBL2 firmware region is recorded in the Metadata.

Secure World

NuBL1 FW Scope NuBL2 FW Package

,% Extract NuBL2 FW INFO
emmmmmmmmmmmoooooooooo A FW Hash B
_ Integrity \ /Information Hash

I /‘ iL ( 1) Metadata 7 7 ; BL?

Calculate & Verify FW Hash | | Metadata
TP i i
(0] ‘ Calculated Firmware Hash ECDSA Signature — ,‘,,,,,jl FW Hash
BL. .

HASH 2) * (ECDSA)-——— e

> BL7
NuBL2 FW ‘
(trusted boot code)
<Execute NuBL2 F W>

Figure 4-5 Integrity in NuBL1

4.2.2 NuBL2 Verification Procedure

The verification process in NuBL2 is similar to the NuBL1 verification process. But it uses the
encrypted NuBL32/NuBL33 Public Key Storage instead of the public key hash in OTP0~3 for
firmware identification.

The difference for verifying NuBL32 and NuBL33 is that the related NuBL32 information is
stored in secure Flash, and the related NuBL33 information is stored in non-secure Flash.

The following sections detail the NuBL2 verification procedure.

4.2.2.1 |dentification

The identification is to ensure that the NuBL32 ECC public key (as NuBL32 firmware identity)
exists in the M2351 MCU.

The Public Key Storage located in secure Flash consists of the encrypted NuBL32/NuBL33
ECC public key and its SHA-256 digest.

When system runs in NuBL2, NuBL2 verifies the integrity of Public Key Storage first, and then
decrypts the Public Key Storage to obtain the NuBL32 ECC public key. After that, NuBL2 will
perform an identification using this decrypted public key and the ECC public key in the
NuBL33 FW INFO.

If NuBL2 does not recognize the NuBL32 identity, no firmware can be executed from NuBL2.
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It means that only firmware with a NuBL32 ECC public key (NuBL32 identity) can be executed
on the M2351 MCU.

Figure 4-6 shows the process to decrypt the Public Key Storage in NuBL2.

1. Use internal NuBL2 AES key to decrypt the Public Key Storage in (1).
2. Obtain the NuBL32 public key from the decrypted key storage in (2).

Secure World

| NuBL2 FW Scope Internal AES Key

NuBL2 Fw NUBL32 FW INFO
(trusted boot code)
iL BB? /Information Hash |
Do ) etadata 7 § ? }

FW Hash ! | Metadata

) " NuBL32 FW Package

Public Key Storage

Public Key Storage

ECDSA Signature N || FWHash 1
k (>, R
BL3?

| Extract Mm?
BL3
¥ Q N | NuBL32 FW
G" = | (Secure code)

Encfypt

Figure 4-6 Decrypt Public Key Storage in NuBL2

Figure 4-7 shows the process for identification in NuBL2.

3. Get NuBL32 public key from the Public Key Storage in (3).
4. Obtain the NuBL32 public key in (4) and identify it using the public key decrypted from the
Public Key Storage.
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Secure World

" NuBL2 FW Scope /" NuBL32 FW Package

NuBL32 FW INFO
Continue ... D BB? ;’/information Hash |
T— ’ { Identification i |

BL3V /(4) Metadata BL3V

/ _d FW Hash | | Metadata |

(3) ECDSA Signature — T |

Public Key Storage * (Ec\[Ss\A) ——————————————————————
BLSP ,,,,,,,,,,,,,,,,,,,,

BLB?' i\Authentlcat/on‘ ‘

’\ BL37
O ' NuBL32 FW
l}'u (Secure code)
(AES)

Figure 4-7 Identification in NuBL2

4.2.2.2 Authentication

The authentication intends to validate a NuBL32 FW INFO (firmware information) provided by
the NuBL32 developer.

The NuBL32 FW INFO consists of “NuBL32 ECC Public Key”, “Metadata”, “FW Hash” and
“‘ECDSA Signature”.

Since the “ECDSA Signature” in NuBL32 FW INFO is generated using the NuBL32 ECC
private key and a hash message calculated by NuBL32 “ECC Public Key”, “Metadata” and
“‘FW Hash”. NuBL2 can verify the “ECDSA Signature” using the NuBL32 ECC public key and
the calculated hash message without knowing the exact NuBL32 ECC private key.

After authentication, NuBL2 can obtain the valid NuBL32 firmware region and hash for
firmware integrity verification.

Figure 4-8 shows the process for authentication in NuBL2.
1. Calculate an information hash in (1), (2) and (3).
B It's a SHA-256 digest that calculated by NuBL32 “ECC Public Key”, “Metadata” and
“FW Hash”.
2. Perform ECDSA signature verification using the calculated information hash, the NuBL32
ECC public key in (4), and the ECDSA signature in (5).
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4.2.2.3 Integrity

Figure 4-8 Authentication in NuBL2

Performing the firmware (NuBL32 FW) integrity verification is the last verification mechanism
in trusted execution system.

NuBL2 obtains the firmware region in the Metadata from NuBL32 FW INFO to calculate the

NuBL32 firmware hash.

After that, NuBL2 performs firmware integrity verification using the calculated NuBL32
firmware hash and FW Hash in NuBL32 FW INFO.

Figure 4-9 shows the process for verifying integrity in NuBL2.
1. Obtain FW Hash from NuBL2 FW INFO in (1).

2. Calculate the firmware hash in (2) and compare it with FW Hash.
B The calculated NuBL32 firmware region is recorded in the Metadata.

Jul 24, 2019

Page 20 of 44

Rev 1.01




NnUvVoTOoN

ANO0024

" NuBL2 FW Scope

Public Key Storage

i 4

BL3

(R). 4
l}' (AES)

Secure World

Extract

FW Hash

Calculate & Verify

‘ Calculated Firmware Hash

(Execute NuBL32 FW)

" NuBL32 FW Package

NuBL32 FW INFO

BL3?

Metadata

FW Hash

ECDSA Signature

(2)
NuBL32 FW
(Secure code)

BLS?

Metadata

i | FW Hash

* (ECDSA) oo —
» BL37

Jul 24, 2019

Figure 4-9 Integrity in NuBL2

Page 21 of 44

Rev 1.01




NUVOTON AN0024

5 SecureBootDemo

The SecureBootDemo sample code is created by using Keil® MDK to demonstrate how to
create a trusted execution system, including the Secure Bootloader (NuBL1) verifies the
trusted boot code (NuBL2), the NuBL2 verifies the next stage secure code (NuBL32) and the
non-secure code (NuBL33).

All the sample code could be found at “\SampleCode\MKROM\SecureBootDemo” in the
M2351 BSP, including “NuBL2” folder containing the first stage secure code, “NuBL32” folder
containing the second stage secure code and “NuBL33” folder containing the non-secure
code.

Figure 5-1 shows the execution regions of NuBL2/NuBL32/NuBL33 in SecureBootDemo.

0x1007_8000 JOIIEENZTATN o))

ox1_F800 NINHeH) 0x3_F800 NINSeH)

0x1_C000 B CAS T Il6)

ox1_8000 JIIEN A ALR) 0x3_8000 NIRRT 6))

ox1_0000 {EeLY)

NuBL2 NuBL32 NuBL33
l (SRAM 0x2000_0000~ H i (SRAM 0x2000 0000~ B (SRAM 0x3001_0000 ~

Figure 5-1 Execution Regions of NuBL2/NuBL32/NuBL33

® Execution region of NuBL2:
B Secure Flash from 0x0 to 0x0001_FFFF, total 128KB
B Secure SRAM from 0x2000_0000 to 0x2000_FFFF, total 64KB
® Execution region of NuBL32:
B Secure Flash from 0x2_0000 to 0x0003_FFFF, total 128KB
B Secure SRAM from 0x2000_0000 to 0x2000_FFFF, total 64KB
® Execution region of NuBL33:
B Non-secure Flash from 0x1004 0000 to 0x10007_FFFF, total 256KB
B Non-secure SRAM from 0x3001_0000 to 0x3001_7FFF, total 32KB

Section 5.1 to Section 5.4 will introduce how to create FW INFO, NuBL2 Maker and Public
Key Storage of NuBL32 and NuBL33. Section 5.5 will introduce how to download
NuBL2/NuBL32/NuBL33 firmware and the firmware information using an .ini file in the NuBL2
project.
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5.1 NuBL2/NuBL32/NuBL33 FW INFO

The NuBL2/NuBL32/NuBL33 FW INFO (firmware information) is a required component for
verifying firmware identity and integrity. It consists of “ECC Public Key”, “Metadata”, “FW
Hash” and “ECDSA Signature”.

5.1.1 Information Template

The source file Fwinfo.c includes an information template and is wused for
NuBL2/NuBL32/NuBL33 project to generate the target FW INFO and reserve a Flash region
to store it.

Figure 5-2 shows the NuBL2 firmware information template. For the source file, refer to
“‘M2351BSP\SampleCode\MKROM\SecureBootDemo\NuBL2\Fwinfo\FwInfo.c”.

const wint32 t g InitialFWinfo[] =
t . . ' . . ECC Public Key
J* public key - &4-bytes (2Z256-bits 4+ 25&6-bitsa) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,

Metadata
/* metadata data - includes Mode selection, F/W region and ERdend
0x00000001, O0=x000C000&, Ox00000000, O=x0O0O0COOOQO, // Ox000000CP: WuBLZ? F/W base
0x0000000C, Ox20180918, 0x00000000, 0Ox00000000, // 0Ox2018091F/0x00000000/0x00000000: Extend info

/* FW hash - 32-bytes (256-bits) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, FVVI*aSh
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,

/* FwInfo signature - 64-bytes (256-bits R + 256-bits 5) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, ECDSASignature
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFE

Figure 5-2 NuBL2 Firmware Information Template

Figure 5-3 shows the NuBL32 firmware information template. For the source file, refer to
“‘M2351BSP\SampleCode\MKROM\SecureBootDemo\NuBL32\FwInfo\Fwinfo.c”.
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const wint32 t g InitialFWinfo[] =

{ ECC Public Key
/* public key - 64-bytes (256-bits + 256-bits) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFEFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFEFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,

Metadata

/* metadata data - includes Mode selection, F/W region and Ektend smro—
O0x00000001, 0 Ox00020000, 0Ox00000000, J/ Ox0002000pP: MNuBL32 F/W base
Ox0000000C, 0x00001111, Ox22223333, // Ox2018082R/0x00001111/0x22223333: Extend info
/* FW hash - 32-bytes (25&-bits) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFEFFF, FW Hash
OxFFEFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFEFFFF,
/* FwInfo signature - 64-bytes (256-bits R + 256-bits 5) */
0xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, ECDSA Signature
OxFFFFFFFF, OxFFFFFEFF, OxXFFFFFFFF, OxFFFFEFEE,
OxFFFFFFFF, 0OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFEF

b

Figure 5-3 NuBL32 Firmware Information Template

Figure 5-4 shows the NuBL33 firmware information template. For the source file, refer to
“M2351BSP\SampleCode\MKROM\SecureBootDemo\NuBL33\Fwinfo\Fwinfo.c”.

const uint32 t g_InitialFWinfo[] =

{ ECC Public Key
J*® public key - 64-bytes (256-bits + 256-bits) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
Metadata
J* metadata data - includes Mode selection, F/W region and EEEE;E—__L_ 7
0x00000001, OxO0000008, Ox10040000, Ox00000000, // Ox1004000p: HuBL33 F/W base
Ox0000000C, OxZ20180824, Ox44445555, Ox66667T77T7, S/ OxZ01B80B2R,/0x44445555/0x66667777: Extend info
JS* FW hash - 32-bytes (256-bits) */
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, FVV HaSh
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
J* FwInfo signature - &4-bytes (256-bits R + 256-bitcs 5) */
0xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, O0xFFFFFFFF, ECDSASignature
OxFFFFFFFF, 0OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF
}:

Figure 5-4 NuBL33 Firmware Information Template

After successfully building the NuBL2/NuBL32/NuBL33 project, the “ECC Public Key”,
“‘Metadata”, “FW Hash” and “‘ECDSA Signature” will automatically update in the target
firmware information according to its ECC private/public key pair and firmware region.
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5.1.2 FW INFO Structure

5.1.2.1 ECC Public Key

The ECC Public Key consists of two sets of 256-bits key data, total 512-bits.

This public key pair intends to identify the firmware and authenticate the firmware information.

5.1.2.2 Metadata
The Metadata includes the Mode selection, Firmware region and Extend information field.
Figure 5-5 shows the Metadata in NuBL2 FW INFO.

Mode selection Firmware region f Metadata
/= N.eﬁadata data - includeg fode selection, F/W & gion and Extend info =/

// 0x00000000: NuBL2 F/W base

f/ 0x20180518/0x00000000/0x00000000: Extend info

UX

Extend information

Figure 5-5 Metadata in NuBL2 FW INFO

The description of each field is as follows.
® Mode selection

The first word of Metadata is to configure the Mode selection as shown in Table 5-1.

Valid Bits Description
BIT[1:0] MUST be 1
BIT[2] 0: Not support PID in the information hash

1. Supports PID in the information hash
BIT[3] 0: Not support UID in the information hash

1. Supports UID[0]~[2] in the information hash
BIT[4] 0: Not support UCID in the information hash

1: Supports UCID[0]~[3] in the information hash
BIT[31:5] Reserved, MUST be all 0

Table 5-1 Mode Selection

® Firmware region
The first word of Firmware region indicates the size of firmware region, and the next two
words are used to store the firmware start address and the firmware size as shown in
Figure 5-6.
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Firmware region

Firmware region size | | Firmware start address

4

Firmware size

Figure 5-6 Example of Firmware Region
B Firmware region size 0x8 indicates this field contains only one firmware region
€ 4-bytes is for Firmware start address, the other 4-bytes is for Firmware size
B Firmware start address 0x0 configures the firmware start address for calculating
firmware hash
B Firmware size default to Ox0 in Fwinfo.c. But the actual firmware size will be written
in the target Fwinfo region after built the NuBL2 project
® Extend information
The first word of Extend information indicates the size of extend information, should be
less than 256 bytes and a multiple of 4, and the follow words are used to set the extend
information as shown in Figure 5-7.

Extend information

Information size Information data

Figure 5-7 Example of Extend Information

5.1.2.3 FW Hash

The FW Hash (firmware hash) is a SHA-256 digest and intend for verifying the firmware
integrity. It is calculated based on the firmware region specified in the Metadata.

5.1.2.4 ECDSA Signature

This ECDSA Signature is a total 512-bits ECDSA firmware information signature. An ECC
private key and information hash are necessary for generating the target ECDSA Signature.
The information hash is generated by the following data and order.
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ECC Public Key

Metadata

FW Hash

ID Information

B BIT[4:2] in the first word of Metadata is to configure whether the ID information is
supported to be calculated in information hash
€ BIT[4:2] is 0x0, not support any ID
€ BIT[4:2] is not 0x0, supports specified ID

Moreover, using this ECDSA Signature can authenticate the firmware information with the
ECC public key and information hash.

5.1.3 FW INFO Generation

This section describes how to generate the firmware information using the information
template and FwSign tool in the NuBL2 project. The NuBL32/NuBL33 firmware information
can be generated with the same flow in the NuBL32/NuBL33 project.

1. Add Fwinfo.c to the NuBL2 project to allocate a firmware information region.

Project 1 [ Fwinfo.c
= -g‘E WorkSpace 11
D45 MuBL2 13 const uint32 © g InicialFWinfo[] =
. 14 [-{
S CMSIS 15 J® public key - &4-bytes (256-bits + 256-bits) =/
] NuBL2_startup.s 16 0xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFEFFFEF,
=B system_M2351.c 17 O0xFFFFFFFF, O0xFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
BB User 18 0xFFFFFFFF, OxXxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
. 149 OxFFFFFFFF, OXFFFFFFFF, OxFFFFFFFF, OXFFFFFFFF,
j main.c 20
_] partition_M2351.h 21
] Fwinfo.c 22
4] VerifyMuBL3x.c 23
24
J NuBL3xKeyStorage.s 25 /% FW hash - 32-bytes (256-bits) */

-0 Library 26 OxXFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, O0xFFFFFFFF,
Vfg Project: MuBL32 27 OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
#-“% Project NuBL33 =2

29 f# FwInfo signature - 64-bvtes (256-bits R + 256-I
30 OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
31 0xFFFFFFFF, OxXxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
32 0xFFFFFFFF, OxXxFFFFFFFF, OxFFFFFFFF, OxFFFFFFFF,
33 OxFFFFFFFF, OXFFFFFFFF, OXFFFFFFFF, OxFFFFFFFE

34 |}

Figure 5-8 Fwinfo.c in NuBL2 Project
2. Add a scatter file to configure the NuBL2 firmware information output file and its address
as shown in Figure 5-9.
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Project n [] MuBL2:sct
EREE WorkSpace 22
SRed 23 [WUBL2 INFO 0212000 |: located in 96K
=55 NuBL2 24 {,—-——_\
2 omsis ol It 00
ij MuBL2_startup.s FuInfo.o
] system_M2351.c
- User J - i
] main.c 1 Target'NuBLZ' k\ \ &
] partition_M235

#-_] Fwlnfo.c

%] VerifyNuBL3x.c
[ ] NuBL3xKeyStorage.s
3 Library
“% Project: NuBL32
4% Project: NuBL33

Device I Target I Output I Listing I Lser
[~ Use Memory Layout from Target Dial
[~ Make RW Sections Position Indep| Yert
[~ Make RO Sections Position Indep
[™ Dont Search Standard Libraries
[ Report ‘might fail' Conditions as Emo

C/C+={ACH) | Asm

Linker | Debug I Ltilities I

¥/0 Base: I
R0 Base: Im
R/W Base IMDDDDDDD

disable Wamings: I"i?"i"tI

Scatter
File:

AMuBLZ sct

LlJl Edt.. |

<
] Project | €5 Books | {} Funct...

0y Temp

Figure 5-9 Configure NuBL2 Firmware Information

3. Open “After Build/Rebuild” in the “Options” and configure the parameters of FwSign for

generating the NuBL2 firmware information as shown in Figure 5-10.

Device | Target | Output | Listing| User ++ (AC6) | Asm | Linker | Debug | Lrites |
Command tems User C and Stop on Exi...
-} Before Compile C/C++ File
[T Run=1 (23] Not Specified
[~ Run=2 (23] Not Specified
=} Before Build/Rebuild
[T Run#1 (23] Not Specified
[ Run=2 (2Z] Not Specified
=1 After Build/Rebuild
[V Run=1 omelf --bin "\obN\NE LHd" --output "\~ <L Not Specified

S

.

Figure 5-10 Configure FwSign.exe in NuBL2 Project

B The required files, FwSign.exe and FwSign.ini could be found at
“\SecureBootDemo\NuBL2\Keil”, are for generating the target NuBL2 firmware
information.
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B Figure 5-11 shows an example of the initial file FwSign.ini of FwSign.exe.

Mj FwSign.ini - Notepad

| File Edit Format View Help

[KEY]

Public Key

[ECDsA]

[HASH]

Private Key=3B80a67fcfc0lcar7073darfc2ch4296a61327F77262a7d4674c3dBe2%a63e3Ta20
=7/ 55B3819F05A3EOF32D4D599062834AAC5220F7 595537 8414A8BF63716A152CE2
Public Key 2=91C413F1915ED7B47473FD7 97 047BA3IDEIEBZ224377909AF5630C530EAADT OFDT

R=47D04D78FAGB342267ED7 ODOEEFF352987CCE650CDDE33684A3043DFBEGCEALEA
S=7E1D9ADIDO0OFCOADCICDEEAOI]I B BAQACEBEIOBFECCO1A439219B51B6FBED26E3E

Firmware=1A4C34C396C0BEEDDF3D4B7 9C4656EBABOE2CTOB0ODCE6TFERBO958527 34FBCD71
Info=B19638ACES1315BEEB44966541E1D580D0AT7DE3A3C3I2904C3B747045624FBAF

2

Figure 5-11 FwSign.ini in NuBL2 Project

information ECDSA Signature

the target project

2

building the NuBL2 project

B Output the target NuBL2 firmware information

After successfully building the NuBL2 project, Fwinfo.bin and Fwinfo.hex will be
generated in the “\SecureBootDemo\NuBL2\Kei\NuBL2\” folder.

€ Figure 5-12 shows the output Fwinfo.bin

“KEY” field: stores the ECC private/public key pair for generating firmware

“‘ECDSA’ field: stores the actual ECDSA Signature after successfully building

“‘HASH? field: stores the actual firmware and information hash after successfully

= Fwirfo.bin 3 |

Address
Qo000 000
Qoo00010
QoO00020
Qoo00030
Qooooo4n
Qooo00os0
Qoooooen
QoooCovo
Qoo000s0
Qoooooon
0oo000a0
QUo000k0

0

4

o] C

19385k7H
To0f22ch
f113c491
43222883

S9f3ebatl
41785395
bdd75e91
£09a0077

99d5d432 aa342806
71638fda eZ2clhba
T9fd7374 Sdbadii6

Q: NuBL2 ECC Public Key

gooooool
0000000c

Qoooooos
20180518

0e530ckb3 dj_gid:z‘ag“ﬂ NuBL2.bin size

OOOOOOOO(QQQOB%?Q
Q000000 000000a0

<

Metadata

c3344cla
Okbc7e289

bdbeclS6
fhe7dc08

794b3ddt batebticd
278595k5 Tlcdfs34

N
N_.NuBLZFVVHash

78444047
Oocedceic
d99a1478
te0kbe3cs

264263fa
84353k83dd
adc00£d0
39%9a401cc

Se9dd77e 9552f3e7
fth3d94a3 taadciet
a%88cdcl %afBaisdivll
b6ol%k2]1 ZetedZfk

NuBL2 ECDSA Signature

(
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Figure 5-12 Target NuBL2 Firmware Information
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€ Fwinfo.hex is also a NuBL2 firmware information, but output as Intel HEX format.
Developer can use Load_NuBL2FwInfo_NuBL3x.ini to download the firmware
information at Flash 0x18000.

Project 2 B [ ] Load_NuBL2Fwinfo_NuBL3x.ini
ENE WorkSpace 1
E145 NuBL2 3 load ".\\NuBL2\\FwInfo.hex"
=
B CMSIS E 52
] NuBL2_start Iﬂ Options for Target 'NuBL2’ I \ \
uBL2_startup.s
1 system_M235L.c Device ] Target ] Output ] Listing ] User H{ADE}] Asm ] Linker ] Debug | Utilties
B-45 User
_] main.c Configure Flash Menu Command

_’I partition_M2351.h ¥ Use Target Driver for Alash Programmi Use Debug Driver

_] Fwinfo.c — Use Debug Driver —
] VerifyNuBL3x.c
] MuBLIxKeyStorage.s

¥ Update Target before Debugging

||nnﬁb;ranad_NuBLszhﬁo_NuBL3xmi _,“ Edt.. |

Figure 5-13 Load Fwinfo.hxe in NuBL2 Project

The secure boot procedure also supports to identify CHIP PID, UID or UCID information that
can be enclosed in the firmware information hash for ECDSA authentication. Figure 5-14
shows the example to add all ID information in FwSign.ini for secure boot verification. In
addition, after the target project has successfully built, the first word of the Metadata will be
updated to Ox1D in Fwinfo.bin.

“I| FwSign.ini - Motepad
g P

File Edit Format Wiew Help

[KEY]

Private Key=380a67fcfc0lcar073darc2c54296a61327F77262a7d4674c3dBe29a63e3ta20
Public Key 1=755B3819F05A3E9F32D4D599062834AAC5220F75955378414A8F63716A152CE2
Public Key 2=01C413F1915ED7B47473FD797647BA3IDEIER224377000AF SE30C530EAADT OFDT

[PID]
PID=0x00235100

[uID]

UIDO=0x76400911
UID1=0x03088al5
UID2=0x0000000a

[ucID]

uCIDO=0xffffffff
UCID1=0OxffTfffff
UCID2=0xTfTfffff
UCID3=0xffffffff

Figure 5-14 PID, UID and UCID Example in Fwinfo.ini

5.2 NuBL2 Marker
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The NuBL2 Marker is a consecutive 16-byte data placed at the NuBL2 execution address
(must be page-size aligned) plus offset 0x10, it records a secure Flash address for storing
NuBL2 firmware information.

The Secure Bootloader (NuBL1) will search the valid NuBL2 Marker first, and then obtain the
NuBL2 firmware information to start the Secure Boot verification to NuBL2.

5.2.1 NuBL2 Marker Structure
This section describes the field and function of the NuBL2 Marker.

® Address and description

NuBL2 execution address o
Description
(FW_ADDR)
+ 0x10 Magic Word (0x4C42754E)
+ 0x14 NuBL2 FW INFO address
+ 0x18 Reserved
+ 0x1C Checksum

Table 5-2 NuBL2 Marker Structure

® Magic Word
B 0x4C42754E, it is the ASCII code of “NuBL”
B NuBL1 will search the Magic Word page by page from the bottom of LDROM, if not
found, then search from the bottom of secure APROM
® NuBL2 FW INFO address
B Record a secure Flash address for storing NuBL2 firmware information
® Checksum
B The source data are “Magic Word”, “NuBL2 FW INFO address” and “Reserved”, and
the calculation formula as shown follows,
((~M32(FW_ADDR+0x10)) + M32(FW_ADDR+0x14) + M32(FW_ADDR+0x18)) + 1
B NuBL1 can obtain this checksum to check whether the valid NuBL2 Marker present

5.2.2 NuBL2 Marker Generation

The address and contents of the NuBL2 Marker must be allocated in the reserved area of
NuBL2_startup.s.

Figure 5-15 shows the NuBL2 Marker in the NuBL2_startup.s, including “Magic Word”,
“‘NuBL2 FW INFO address” (g_lInitialFWinfo is declared in Fwinfo.c) and “Checksum”.
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_] NuBL2 startup.s

e EXPORT _ Vectors

52 EXPORT _ Vectors_End

53 EXPCRT _ Vectors_Size

54 IMPCRT SendChar ToUART

=5 IMPORT g_InitialFWinfo

56

57 _ Vectors DCD __initial sp Top of Stack

S8 DCD Reset_Handler Reset Handler

B DCD NMI Handler HMI Handler

&0 DCD HardFault Handler Hard Fault Handler

&l ; The following four words data are NuBLZ Marker

a2 DCD 0x4C42754E ; 0x10: signature for NuBLl1 to find the wvalid FwInfo
a3 DCD g_InitialFWinfo ; 0x14: FwInfo base address
LT3 ocop 4] ; Reserved

&5 DCD (((~0x4C42754E) +g InitialFWinfo+0))+1l ; Ox1C: checksum = ((~M32 (0x10))+M32 (0x14) +M32 (0x18))+1
&6 DCD [4] H Reserved

a7 DCD o] ; Re ved

68 DCD o] ; Re ved

L] DCD 5VC_Handler ; 5V 1 Handler

T0 DCcD [s] H Re

71 DCD o H Re ed

T2 oCD Pend5V_Handler H Pe WV Handler

73 DCD SysTick Handler SysTick Handler

Figure 5-15 NuBL2 Marker in NuBL2_startup.s

Figure 5-16 shows the target NuBL2 Marker in NuBL2 Firmware after successfully building
the NuBL2 project.

= NuBL2bin 1 |

Address

Q0000000
Q0000010
QOQ0o0z0
Qoo00030
Q0000040

0
20001540

4
000001ed

8
O00001L£5

C
O00001EY

dcd2i54e

00015000

oooooo0o

b3btflabZ

@ NuBL2 Marker

0ooooooo
0ooooooo
0000020t

ajelejelelelele;
ajelejelelelele;
0000020t

oooooo0o0
0000020k
0000020f

00000209
0ooooZod
0000020t
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Figure 5-16 NuBL2 Marker in NuBL2 Firmware
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5.3 NuBL2 Verification Functions

The VerifyNuBL3x.c is the source file that provides a set of verification functions in the NuBL2
project.

NuBL2 can call VerifyNuBL3x() API directly to perform NuBL32/NuBL33 identification,
authentication and firmware integrity.

/* Verify NuBL32 identity and F/W integrity */
memcpy ((void *)&g NuBL3xFwInfo, (void *)NUBL32 FW_INFO_BASE, sizeof(FW_INFO T));
if(VerifyNuBL3x((uint32_t *)&g NuBL3xFwInfo, NUBL32_ FW_INFO BASE) == -1)
{
printf("\n\nNuBL2 verifies NuBL32 FAIL.\n");
while(1) {}
}
else
{
u32NuBL32Base = g NuBL3xFwInfo.mData.au32FwRegion[@].u32Start;

printf("\nNuBL2 identify NuBL32 public key and verify NuBL32 F/W integrity
PASS.\n");

}

/* Verify NuBL33 identity and F/W integrity */
memcpy ((void *)&g NuBL3xFwInfo, (void *)NUBL33 FW_INFO_BASE, sizeof(FW_INFO T));
if(VerifyNuBL3x((uint32_t *)&g NuBL3xFwInfo, NUBL33_FW_INFO_BASE) == -1)
{
printf("\n\nNuBL2 verifies NuBL33 FAIL.\n");
while(1) {}
}

else

{

printf("\nNuBL2 identify NuBL33 public key and verify NuBL33 F/W integrity
PASS.\n");

All the verification functions in VerifyNuBL3x.c could be configured as XOM code in the XOM
region at address 0x10000 as shown in the following example code and Figure 5-17. This
prevents the verification function in VerifyNuBL3x.c from being replaced or the
secret/sensitive data being stolen. Even if ICE debug mode is entered, the source code and
procedure in XOM region cannot be traced.

#tdefine ENABLE_XOM@ REGION (1) // Set 1 to configure VerifyNuBL3x.c code in XOM®@ region,
and cannot trace VerifyNuBL3x.c flow in ICE debug mode
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#if (ENABLE_XOM® REGION
/* Enable XOM@, and

1)

all the functions in VerifyNuBL3x.c cannot trace in ICE debug mode

EnableXOMa();
#endif
Project 2 [] MuBLZ.sct
=28 WorkSpace 15 XOMO 0x10000 : located in 64K
= @ MuBLZ 17 XOMO ROM +0
18 i
E-5 CMSIS 13 « (2X0)
[] NuBL2_startup.s 20 }
[] system_M2351.c | 21 3
25 User Options for NuBL2 - File 'VerifyNuBL3x.c Y
ij main.c
[ partition_M235Lh Propeties C/C++ (ACS) |
ij Fwinfo.c
— Preprocessor Symbols
%] VerifyNuBL3x.c
[] NuBL3xKeyStorage.s Define: I
[ Library Undefine: I
“% Project: NuBL32
J[g Project: NuBL33 — Language / Code Generation
¥ Execute-only Code Wamings: Imnspedﬁed:a vl Language C: I(default:: vl
Optimization: |<defau|t> vI [¥ Tum Wamings into Emors Language C++ Im
[¥ Link-Time Optimization [ Plain Char s Signed [¥ Short enums/wchar
[¥ Split Load and Store Multiple [¥ Read-Only Position Independent [ use RTTI
[ One ELF Section per Function [¥ Read-Wiite Position Independent [ Mo Auto Includes
Include
Paths I J
Misc I
‘ I I _’ Controls
=] Project @B-}Jks {¥ Fundct...| (1 Templ.. Compiler |y std=c11 ~tanget=am-am-none-eabi march=amvBm base < -
C°"TF"°| -mexecute-only fno-tti funsigned-char
Build Output Siirig %
Figure 5-17 Configure VerifyNuBL3x.c in XOM
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5.4 NuBL32/NuBL33 Public Key Storage

This section describes how to use CryptoTool to generate an encrypted NuBL32/NuBL33
Public Key Storage and its SHA-256 digest.

5.4.1 Encrypted Public Key

This section demonstrates how to generate an encrypted NuBL32 public key for storing in the
Public Key Storage. The same process is used for generating an encrypted NuBL33 public
key.

1. Prepare a NuBL32 public key raw data, NuBL32Pub_Raw.bin

m_“_"l FwSign.ini - Notepad

File Edit Format View Help
[KEY]

Dedaln BA R = (] K ri ndB Qe s 20

Public Key 1=4C1FA12922B9BASBE45AEOF60CEDELGEEDSDO4 77 2BEGSBEICFDEACE3424C2CH
Public Key 2=E390C40EE19ECBOD213506F6D0B417BESFODO4EBECETFTEACAO4D2B7D3A47126

| 5] NuBL32Pub_Raw bin E3 §

Address oWl 2 3 [ d a6l 8 9alklgldle | £
00000000 4c 1f al 29 22 b9 kba 58 =4 5a % f6 Oc 8d =1 6e
00000010 e% 5d 94 77 28 eb bHb %9 cf de ac e3 42 4c Zc 95
000000201 e2 S0 c4 Oe el Se c8 6d 21 25 06 f£f6 40O k4 17 Se
QO000030| o0t O0d 94 eb ec eV £7 ea cd4 54 dZ b7 4d3 a4 71 26

Figure 5-18 NuBL32 ECC Public Key Raw Data

2. Use CryptoTool to output an encrypted public key file
Input AES Key, Initialization Vector and NuBL32Pub_Raw.bin to generate and output the
encrypted key file, NuBL32PubKeyEncrypted.bin, as shown in Figure 5-19.
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[ CryptoTool - v1.1.3 S |
Key Generator | ECDSA !ECDH( AES )sm | Packer
AES Key (256 bits) Dl
1234567800000000000 0000accdef
|nPUt ':\’\ Initialization Vector (128 bits)
\,/ 12345678000000000000000000ac cdef
Input File
NuBL32Pub_Raw.bin
Output V:sl\ Encrypt File
7| NuBL32PubKeyEncrypted.bin
o ”\
[ Encypt |
=] NuBL32PubKeyEncrypted bin £ |
Address ©0 1,12 3 4 5 6 7 8 9 a b c d e f
Qooo0000 |37 10 86 o9 45 59 db bd 1f 71 4de 39 65 ce 51 b8
Q0000010 |dz2 1 Sa 47 £9 fo 41 db 56 %a 97 28 05 A9 68 e8
Qoo00020159% 43 3f 4k 5t ce da 96 01 24 37 62 e8 db =7 £7
Q0000030 | be ca ab bl 91 56 583 8 4f ba Ze cf Te b0 kZ 1lb

Figure 5-19 Encrypted NuBL32 ECC Public Key Raw Data

5.4.2 Encrypted Public Key Hash

The encrypted public key hash is a SHA-256 digest of NuBL32PubKeyEncrypted.bin
(encrypted NuBL32 ECC public key), and used for NuBL2 can verify the Public Key Storage
integrity before decrypting it.

Figure 5-20 shows using the CryptoTool to generate an encrypted public key hash.
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M CryptoTool - v1.1.3 -

yA—
Key Generator | ECDSA |ECDH | AES \' SHA j}acm
~_—
|nput t.’\ Input File

/| MNuBL32PubKeyEncrypted.bin

/( Generate Hash
Output N

(ASCIl format) /| 666C826B832487DDBC616242CE19813051837508B5F800ESF102E233155A7405

Save to HEX format In NuBL32PubKeyEncryptedHash.bin
I

[ NuBL32PubKeyEncryptedHash bin \
Addressz 0 1 \?} 3 4 5 & 7 8 9 a kb ¢ d e £
Q0000000 |66 6c 82 Bk 83 24 87 dd be 61 63 42 ce 19 81 30
Q000001051 83 75 08 b5 f8 90 &5 f1 02 e2 33 15 5a 74 0ObH

Figure 5-20 Encrypted NuBL32 ECC Public Key Hash

5.4.3 Allocate Key Storage

This section demonstrates how to allocate a secure Flash region to store the Public Key

Storage, including encrypted NuBL32/NuBL33 ECC public key and its SHA-256 hash.

1. Add a NuBL3xKeyStorage.s shown in Figure 5-21 for including all NuBL32/NuBL33 key
files in the NuBL2 project. All the related files could be found at
“\SampleCode\MKROM\SecureBootDemo\NuBL2\KeyInfo\”.
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Project

B

| ] NuBL3xKeyStorage.s

=28 WorkSpace
=
& NuBL2
3 CMmsIs
=l User
&
[J
Bl
VerifyMuBL3x.c
2] MuBL3xKeyStorage.s I
|_] NuBL32PubKeyEncr
|1 NuBL32PubKeyEncr
|] NuBL33PubKeyEncr
| ] NuBL33PubKeyEncr
[ Library
‘2 Project: NuBL32
“% Project: NuBL33

main.c
partition_M2351.h

Fwinfo.c

1

O =1 O b L R

BRRER NuBL3ZEeyStorage,

DATRA, EBELADCNLY

EXPORT g NuBL32KeyStart

EXPORT g NuBL32ReyEnd <I‘:1 NuBL32 key address
EXPORT g NuBL3Z2EKeyHashStart

EXPORT g MNuBL3Z2EevHashEnd

EXPORT g NuBL33KeyStart

EXPORT g NuBL33KeyEnd /\—1 NuBL33 key address
EXPORT g _NuBL33KeyHashStart N |

EXPCET g MuBL33EKeyHashEnd

ALIGH 4

g_NuBL3ZKeyStart
INCBIN
g NuBL3Z2KeyEnd

g_NuBEL3ZKeyHashStart
INCBIN
g _NuBL3Z2KeyHashEnd

g_NuBL33KeyStart
INCBIN
g_NuBL33KeyEnd

g _NuBL33KeyHashStart

INCBIN ..\KeyvInfo\NuBL33PubEevEncryptedHash.bin

g_NuEBL33KeyHashEnd

. AEeyInfo\NuBL32PubKeyEncrypted.bin

N EeyInfo\NuBL3Z2PubKevEncryptedHash.bin

A HeyInfo\NuBL33PubEevEncrypted.bin

END

Figure 5-21 Include NuBL32/NuBL33 Key Files

2. Modify NuBL2.sct to allocate the key storage region at 0x1C000 as shown in Figure 5-22.

Project 1 [E [] NuBLZsct
= E8 WorkSpace 23 —INFO Ox18000 ; located in 96X
BQ MuBL2 25 Info.bin +0
26
4 CMmsis 27 Info.o
E-5 User 78
] main.c 29 1}
[ partition_M2351.h 30
31 | NUBL3x KEYSTOGAGE 0x1C000 located in 112K
ij Fwinfo.c 32 | ¢ =
i) VerifyNuBL3xc 33 NuBL3xKeyStorage.bin +0
[ ] MuBL3xKeyStorage.s 34 {
| Library 35 HuBL3xEeyStorage.o
36
“% Project: NuBL32 37 | s !
4% Project NuBL33 35
Figure 5-22 Allocate NuBL32/NuBL33 Key Storage Region
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5.4.4 AES-256 Key
An AES-256 key and IV (Initialization Vector) are declared in the NuBL2 project for decrypting

the Public Key Storage to obtain the NuBL32/NuBL33 ECC public key.

AES key:
1234567800000000000000000000000000000000000000000000000000accdef
IV key:
12345678000000000000000000accdef

The functions for AES decryption below are also provided in the VerifyNuBL3x.c. NuBL2 can
use the internal AES and IV through these functions for decrypting Public Key Storage to

obtain the NuBL32/NuBL33 ECC public key at runtime.

ANO0024

static uint32_t *SetAES256Key(uint32_t *key)

{

// AES: 1234567800000000000000000000000000000000000000000000000Vaccdef

key[©] = 0x12345678;

key[1]
key[2]
key[3]
key[4]
key[5]
key[6]
key[7]

return

= 0x00000000;
= Ox00000000;
= 0x00000000;
= 0x00000000;
= Ox00000000;
= 0x00000000;
= @x0@Paccdef;

key;

static uint32_t *SetAESIV(uint32_t *iv)

{

// IV: 123456783000000000000000000accdef

iv[e]
iv[1]
iv[2]
iv[3]

0x12345678;
0x00000000 ;
0x00000000 ;
Ox0@0accdef;

return iv;
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5.5 Download Firmware and Information

After successfully building the NuBL2, NuBL32 and NuBL33 project, developer can click the
“Load” button in NuBL2 project to program the NuBL2 firmware into Flash. In addition,
according to the Load_NuBL2FwInfo_NuBL3x.ini file in NuBL2 project, the NuBL2 firmware
information, NuBL32/NuBL33 firmware and NuBL32/NuBL33 firmware information could be
programmed to the specific Flash regions.

[ 78 & - ¥F | sz EFIE R A
Project L\ 2 B [] Load_NuBL2Fwinfo_MuBL3x.ini
=24 WorkSpace \/ - 1
=4 - Click “Load” 2| // Load WuBL2 F/W info
21 MNuBL2 3] load ".‘\\NuBL2\\FwInfo.hex"
. q
& %3'%9E“'N”m32 5| // Load NuBL32 and F/W info
-5 Project: NuBL33 6] load "..\\..\\NuBL32\\Keil\\obj\\NuBL32.axf"
7 load ".. %\ .  AAHBLI2ZA\M\Eeil\\HuBL32\\FwInfo.hex"
8
g f/ Load NubB
10 load ™..%% \ i1%Yobj\\HuBL33. axf"
11 load "..%\%..\\HuB IVVHuBLIZ W \FwInfo.hex"
kA Options for Target '"NuBL2' 7 T x
Device ] Target] Output] Listing ] User ] C/Cas ] Bsm ] Linker l Debug | Utilities
Configure Flash Menu Command
{* |se Target Driver for Flash Programming Use Debug Driver
— Use Debug Driver — Settin [v Update Target before Debugging
it File: [ \Load_NuBL2Fwinfo_NuBL3xini i} | Ed... |

Figure 5-23 Load Firmware and Information

Note that MCU will execute NuBL2 (APROM code) directly not start booting from M2351
Secure Bootloader after “Load” operation is completed.

Developer can configure booting form Secure Bootloader at KEIL IDE environment as shown
in Figure 5-24, or configure it in NuBL2 execution by set SET_SECURE_BOOT 1 in NuBL2
code as shown below.

#tdefine SET_SECURE_BOOT (1) // Set 1 to support modify CFGO[5] MBS © for booting from
Secure Bootloader

Jul 24, 2019 Page 40 of 44 Rev 1.01




NnUvoTOoN

ANO0024

K Options for Target 'NuBL2'

.

Device] Target ] COutput 1 Listing] User ] C/Ce+ {ACG}] Asm ] Linker] Debug| Utiities
Corfigure Flash Menu Command
{+ |se Target Driver for Flash Programming v Use Debug Driver

— Use Debug Driver — [v¥ Update Target before Debugging

w—(

| Init Fie: [\Load_NuBL2Fwinfo_NuBL3xini Edi.. |

7 M2351 Settings =

Configuration l KPROM Selling] #0M Setting | Secuwe Setting
Chip Booting Selection

(* APROM with |AP
¥ Boot Loader with 14P

" LDROM with |4P

Flash Download for M2351 &

140 Iritial State Selection

Flash Select

APROM with |8P -

Fiéshd for Algorithm

Sttt |0x20000000
Size; |0x4000

V¥ Program Flash
d Sectors W Venfy Flash

¥ Reset and Run

Programming Algarithri Flash Breakpoint
Description Device Type Device Size Address Hange ¥ Enable Flash
12351 §12kB Fla... Orrchip Flash 512K 00000000H - 0007F

Chip Setting
< LI} | L Setting

Ok Cancel

[

@ |nput Tri-state Mode " Quasi Bi-directional Mode

I Disable ICE Function
Brown Out Yoltage
& 30 28y

" 2BY 24y

22y 20y o1y 18y

I Browin Out Detectar [ Brown Out Reset
HxT Mode Selection

@ Crystal Mode " Extemal Clock Soruce Mode
‘watchdog Timer Mode Selection

& WDT iz inactive

" WwWDT iz active and WD T clock iz always on.

" WDT iz active and WDT clock iz controlled by LIRCEN in power-down.

Boot Loader UART1 T=D/RXD Mult-function Pin Select

* Pa3/PA2 " PB.3/FB.2

Figure 5-24 Configure Secure Boot in KEIL IDE Environment
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6 Conclusion

Through the Secure Boot verification mechanism in M2351 Secure Bootloader, a system
developer can create a trusted execution system launched form Secure Bootloader. All
software requires authentication and integrity checks before executes on the M2351 series
MCU. It prevents malicious code from stealing secret/sensitive data and replacing
authenticated code.

The SecureBootDemo sample code provides templates for the system developer to create a
trusted execution system, including a trusted boot code (NuBL2), a secure code (NuBL32)
and a non-secure code (NuBL33).
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2018.09.20 1.00 1. Initially issued.
1. Revised ID information description and an
example usage of firmware information
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information size in firmware information in
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3. Added the XOM usage and limitation of
NuBL2 project in section 5.3.
4. Described how to enable the secure boot
after the firmware and firmware information
has been updated in section 5.5.
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property damage.
Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic energy
control instruments, airplane or spaceship instruments, the control or operation of dynamic, brake or
safety systems designed for vehicular use, traffic signal instruments, all types of safety devices, and
other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims to
Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages and liabilities
thus incurred by Nuvoton.

Flease note that all data and specifications are subject to change without notice.
All the trademanrks of products and companies mentioned in this datasheef belong to their respective owners.
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