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1 Overview

In the 10T (Internet of Things) application, devices not only can communicate with each other
through the Internet, but can be attacked throu%h the Internet. The security is an important
topic to protect device and information. The Arm® TrustZone® technology partitions hardware
into Secure and Non-secure world (or trusted and un-trusted world). Users can implement
their own authentication method additionally. With the TrustZone® technology and software
method, microcontrollers (MCUs) can provide secure application and make it flexible to
design. This document will introduce the TrustZone® technology including how to partition
security attribution and how to develop program in the Keil® MDK environment, and show
sample code.
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2 TrustZone® Introduction

The Arm® TrustZone® technology partitions the system into two regions. One is Secure world
and another is Non-secure world. The available microcontroller resources including Flash,
SRAM, peripherals and peripheral interrupts security attribution can also be configured to
Secure or Non-secure. After planning the security attribution of these resources, Non-secure
world can only access Non-secure memories and resources, while Secure world can access
all memories and resources, including Secure and Non-secure resources. Important data that
needs protection can be placed and processed in the Secure world safely. Access of Secure
world is limited. The protected data would not be stolen or broken by anyone or anyone
untrusted.

Secure View Non-secure View Secure View Non-secure View

OXFFFFFFFF
0xF0000000

System control System control
0xE0000000 and debug and debug

| Debug | Debug
External Peripheral External Peripheral
Secure SCB Non-secure SCB
0xA0000000
Secure NVIC Non-secure NVIC
0x60000000 I
Non-secure Peripheral
0x50000000
0x40000000 AL B secure
Al lon=secure SRAM Non-secure SRAM . Non-secure
0x20000000 AR Not available
e Non-secure Flash | Non-secure Flash || others

0x00000000 Secure Flash

Address Memory Map

Figure 2-1 Secure and Non-secure World
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Figure 2-1 shows the configuration of resource security attribution. The memory map, Flash,
SRAM and peripherals are partitioned into Secure or Non-secure attribute. When the code is
executed in Secure memory, the system is called Secure code. The Secure code can access
all resources including Secure and Non-secure. When the code is executed in the Non-secure
memory, the system is called Non-secure code. The Non-secure code can only access Non-
secure resource. Beside the defined access authority, Secure code can provide Non-secure
callable function to allow more authority for Non-secure code access.

2.1 Memory Map Security Attribution Configuration

In the Arm® TrustZone® technology, the memory map security attribution partition can be
configured by IDAU (Implementation Defined Attribution Unit) and SAU (Security Attribution
Unit). The security attribution can be configured as Secure(S), Non-secure(NS) and Non-
secure callable(NSC). Non-secure callable entry function should be placed in Non-secure
callable memory if Secure code provides Non-secure callable function. NuMicro® M2351
series define a fixed memory map security attribution by IDAU. User still can change security
configuration partition by SAU. The result of security attribution is the higher security setting
between IDAU and SAU. The priority of security attribution is Secure(S) has the highest
secure priority, then Non-secure callable(NSC) has lower secure priority and Non-secure(NS)
has the lowest secure priority. The undefined region is Secure(S) by default.

Memory Map Address

A4

v v

Implementation Defined Secure Attribution Unit
Attribution Unit (IDAU) (SAU)

>|  Security Attribution Compare <€

V
Secure or Non-secure State

Figure 2-2 Memory Map Address Security Attribution Configuration

2.1.1 IDAU

Figure 2-3 shows the NuMicro® M2351 series memory map security attribution partition
defined by IDAU. The memory map address bit 28 is used to define the security attribution. If
the memory map address bit 28 is 0, it is Secure(S). In Flash and SRAM region, it is Non-
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secure callable (NSC). If the memory map address bit 28 is 1, it is Non-secure(NS). The first

2 Kbytes of Flash are fixed

to Secure(S). The system related register does not partition into

certain security attribution. They are determined by current system state.

0x00000800
0x00000000

OXFFFFFFFF

0xF0000000 System
0xE0000000 System control and debug
0xD0000000

PEpnmnme External Peripheral
0xB0000000

0xA0000000

0x90000000

Penonne External SRAM
0x70000000

0x60000000

0x50000000 peripheral
0x40000000

0x30000000 SRAM
0x20000000

0x10000000 Flash
G

Address IDAU Memory Map Resource Type

i

Figure 2-3 IDAU Defined Memory Map Address Security Attribution

2.1.2 SAU

User can change security configuration partition by SAU. Table 2-1 lists the SAU control
registers. Figure 2-4 shows how to configure security attribution by SAU. All memory map can
be configured to Secure(S) by setting SAU_CTRL.ALLNS=0 or be configured to Non-

Aug 31, 2018
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secure(NS) by setting SAU_CTRL.ALLNS=1. To configure security attribution in detail, user
can set the SAU_CTL, SAU RNR, SAU RBAR and SAU _RLAR register. Set
SAU_CTL.ENABLE=1 to enable SAU, set SAU_RNR (which region to set), SAU_RBAR (with
start address), SAU_RLAR (with end address) and SAU_RLAR.NSC. Set SAU_RLAR.NSC=0
to configure specify memory map region security attribution to Non-secure(NS) and set
SAU_RLAR.NSC=1 to configure as Non-secure callable (NSC). The security attribution of the
regions which do not specified by SAU is Secure(S).

SAU Register Address Description

SAU_CTRL OXEOOOEDDO SAU control register.

SAU_TYPE OxXEOOOEDD4 The number of SAU setting region, read only.
SAU_RNR OxXEOOOEDDS8 SAU setting region.

SAU_RBAR OXEOOOEDDC SAU setting start address.

SAU_RLAR OxXEOOOEDEO SAU setting end address and attribution.

Table 2-1 SAU Control Register

SAU_CTRL.ENABLE

0 = The SAU is disabled. 1= The SAU is enabled.

SAU_CTRL.ALLNS

SAU region matched?

No
0 = All Secure. 1= All Non-secure. SAU_RLAR.NSC
0 = not NSC. 1= NSC.

Callable
(default)

Figure 2-4 SAU Security Attribution Configuration

Aug 31, 2018 Page 8 of 41 Rev 1.00




NUVOTON AN0019

2.2 Secure and Non-secure State Switch

Functions in Secure code and Non-secure code can call each other. Secure code can call
Non-secure function directly but Non-secure code cannot call Secure function directly. If
Secure code allows Non-secure code to call a Secure function, it is a Non-secure callable
function. Secure code should place related Non-secure callable entry function in Non-secure
callable region. Non-secure code call Non-secure callable entry function then can call secure
function.

2.2.1 Non-secure Code Calls Secure Function

When Non-secure code calls Secure function, it calls Non-secure callable entry function at
first. The first instruction of Non-secure callable entry function is SG instruction. It is the entry
point that allows the code state switches from Non-secure state to Secure state. Non-secure
callable function is end with BXNS instruction and returns to Non-secure code.

Non-secure Code Non-secure Callable Secure Code

BL Func_A_entry Func_A_entry
SG

Figure 2-5 Non-secure Code Calls Secure Function

BL: Branch with link instruction

Func_A_entry: Non-secure callable entry function

SG: Secure gateway instruction

B: Branch instruction

Func_A: Secure function

BXNS: Branch with exchange to Non-secure state instruction

2.2.2 Secure Code Calls Non-secure Function

Secure code uses a BLXNS instruction to call Non-secure function. Before switching secure
state to Non-secure state, return address and processor information are pushed into the
Secure stack, while the return address on Link Register (LR) is set to a special value
FNC_RETURN. Non-secure function completes with branch to FNC_RETURN address. The
actual return address unstacks to Secure stack and returns to Secure state.
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Return address push to Secure
stack, LR set to FNC_RETURN.

Non-secure Code

Secure Code

BLXNS RO

BX to FNC_RETURN,
unstack return address form Secure

Figure 2-6 Secure Code Calls Non-secure Function

BLXNS: Branch with link and exchange to Non-secure state instruction
RO: Address of Non-secure function with LSB is 0

FNC_RETURN: OxXFEFFFFFF

Func_B: Non-secure function

BX: Branch with exchange instruction

2.2.3 Non-secure Security Attribution Check

Secure code provides Non-secure callable function for Non-secure code to call secure
function. It also provides parameters and return values. Secure function can check the
memory security by cmse_check _adress_range intrinsic before reading or modifying any data
to prevent the important data from being stolen or broken. To use cmse_check _adress_range
intrinsic, set the flag parameter as CMSE_NONSECURE, and the address range to check is
from p to p+1. If the checked addresses are all in Secure memory, it returns the address p.
Otherwise, it returns NULL. Another intrinsic cmse_check_pointed_object can also be used to
check address security attribution.

void* cmse_check_adress_range(void *p, size t size, int flags);

void* cmse_check_pointed_object(void *p, int flags);
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3 Keil® MDK Development Environment

This section describes how to develop NuMicro® M2351 series TrustZone® program with Keil®
MDK. The development environment has to support Cortex®-M23 core and Armv8-M
architecture. The download and debug tool is Nuvoton Nu-Link Debugger.

The resource security attributions need to be planed first before developing TrustZone®
program. User should determine which resources are planned for Secure code and which
resources are planned for Non-secure code. The Secure and Non-secure code are two
projects. Flash and SRAM address need to be specified to compile and download code
correctly. If Secure code provides Non-secure callable function for Non-secure code, Secure
project needs to create a Non-secure callable function library. If Non-secure code wants to
use Non-secure callable function, Non-secure project has to add Non-secure callable function
library. The state switched between Secure and Non-secure state can be observed when
executing the code.

3.1 Security Attribution Configuration

Security attribution is configured in Secure code. The partition_M2351.h file provides a
configuration wizard interface for user to configure the resources security attribution easily.
The security attribution configuration includes memory map, Flash, SRAM, peripherals and
peripheral interrupts. The following section will introduce how to configure security attribution
through partition_M2351.h file configuration wizard interface.

1. Click [Secure] to expand the folder. The [partition_M2351.h] file is in [User] folder.
2. Click [Configuration Wizard] to open Configuration Wizard page.

Project R B ] partition_M235L.h v X
=] -jﬂ WorkSpace

o 4 Bpand Al | Collapse Al | Help [~ Show Grid

=45 Secure Option Value
Bk User Secure SRAM Size 32EB
_| main.c Secure Flash ROM Size 004 0000

g_’l xom_func.c
@_)l xoml func.c
I__1 partition_M2351.h
{d CMS3IS
{1 Library
“t% Project Nonsecure

&3]

Peripheral Secure Attribution Configuration
GPIO Secure Attribution Configuration
Secure Attribute Unit (5AL) Control [w

Enable and Set Secure/Mon-5ecure region

[

&3]

[

Setup behavior of Sleep and Exception Handling [+

®H--H

Assign Interrupt to Secure or Mon-secure Vector

Security Attribution Configuration
< | 2l

-Eprnj... @ cooks| {} Func.| 0, Tem Text Editor |, Configuration Wizard
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3.1.1 Memory Map

Memory map security attribution is set by SAU. For example, plan the address 0x3F000-
0x3F7FF for Non-secure callable function and set the security attribution as Secure and Non-
secure callable.

1. Inthe [Enable and Set Secure/Non-secure Region], select [SAU Region 3].

2. Specify the start address by setting [Start Address] to [0x00003F000].

3. Specify the end address by setting [End Address] to [0xO0003F7FF].

4. In the [Region is], select [Secure, Non-secure Callable] from the pull-down menu.

] partition_M235Lh v X
Epand Al |  Collapse Al | Help [ Show Grid
Opticn Value
= -Secure Attribute Unit (3AU) Control v ﬂ
Enable 54l [w
Al Mermory Attribute When SALLE dizabled All Mernory is Secure

—|-Enable and 5et Secure/Mon-5ecure region

+--5AL Region 0
~ emory Map Securiy
_ Attribution Configuration
+--5AU Region 2 [
~ SAU Region 3 2
Start Address 00003 FOOO o
End Address 00003 FTFF
Regicn is Secure, Mon-5ecure Callable j
SAU Region 3

Setup SALU Region 3

Text Editor }, Configuration Wizard |

3.1.2 Flash

Flash security attribution is set by the register NSCBA (Non-secure base address register,
address 0x00200800). NSCBA sets the start address of Non-secure region in Flash and its
read/write is through FMC. User can read register SCU_FNSADDR (Flash Non-secure
address register, address 0x4002F028) to get current NSCBA setting. For example, set
NSCBA value as 0x40000.

® |n the [Secure Flash ROM Size], set Non-secure region start address as [0x040000].
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] partition_M2351.h * X
Bpand Al | Collapse All | Help [~ Show Grd
Opticn Value

Secure SHAM Size 32KB &
| masoo00 | Flash Security Attribution

Peripheral Secure Attribution Configuration Configuration

GPIO Secure Attributicon Configuration

Secure Attribute Unit (34U Control |7

Enable and Set Secure/Mon-5ecure region ;I

Secure Flash ROM Size

Text Editor }-. Configuration Wizard |

3.1.3 SRAM

SRAM security attribution is set by the register SCU_SRAMNSSET (SRAM secure attribution
set register, address 0x4002F024). For example, set the first 32 Kbytes SRAM as Secure
(address 0x20000000-0x20007FFF) and set the following 64 Kbytes SRAM as Non-secure
(address 0x30008000-0x30017FFF).

® In the [Secure SRAM Size], select [32KB] from the pull-down menu.

| partition_M235L.h - X
Bpand Al |  Collapse Al | Hep | T Show Grd
Option Value
32KE -
Secure Flash ROM Size OKE
Peripheral Secure Attribution Cenfiguration ?EKEE
GPIO Secure Attribution Ceonfiguration . . .
. . LE—070  SRAM Security Attribution
Secure Attribute Unit (54LU7 Control . .
_ A0KE Configuration
Enable and 5et Secure/Mon-5ecure region 13KE
Setup behavior of Sleep and Exception Handling SEKE
Assign Interrupt to Secure or Non-secure Vector 64KE
T2KE
B0KE
: 8BKE
Secure SRAM 5
ure ize 96KE

Text Editor }-. Configuration Wizard ,-'r
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3.1.4 Peripheral

Peripheral security attributions are set by the register SCU_PNSSETO0-SCU_PNSSET6
(Peripheral secure attribution set register 0-6, address 0x4002F000-0x4002F018) and
SCU_IONSSET (/O secure attribution set register, address 0x4002F01C). For example, set
the UART1 security attribution as Non-secure.

® In the [Peripheral Secure Attribution Configuration] - [UART1], select [Non-secure] from
the pull-down menu.

_] partition_M2351.h - ¥
Bpand Al | Collapse Al Help [~ Show Giid
Option Value
[=--Peripheral Secure Attribution Cenfiguration ﬂ
& UART
LUARTO Secure |
m Peripheral Security
P Attribution Configuration E
Nun-SEl:urE
UART1

Text Editor ::'-. Configuration Wizard I.-'r

3.1.5 Peripheral Interrupt

Peripheral interrupt security attributions are set by the register NVIC _ITNSO-NVIC_ITNS3
(Interrupt Target Non-secure Register 0-3, address OxE000_ E380-O0xE000_E38C). For
example, set UARTL interrupt security attribution as Non-secure.
In the [Assign Interrupt to Secure or Non-secure Vector] - [UART1] select [Non-Secure]
from the pull-down menu.

] partition_M235Lh v
Epand Al | Collapse Al Help [~ Show Grd
Opticn Value
[=-Assign Interrupt to Secure or Non-secure ‘-.fect-:url ﬂ
RTC 5 ' -
Eeure Peripheral Interrupt
UARTO Secure Security Attribution Ul
[ -5 =] Configurator

I Meon-5ecure

UART1

Text Editor ::'-. Configuration Wizard I.-"
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3.2 Secure and Non-secure Project Setting

This section describes Secure and Non-secure project setting. Flash and SRAM address has
to be set according to the security attribution configuration. Secure project needs to create
Non-secure callable function library if Secure code provides Non-secure callable function.
Non-secure project needs to add Non-secure callable function library if Non-secure code
wants to use Non-secure callable function.

3.2.1 Secure Code

Device setting:

1. Open Secure project in the Keil® MDK environment.

2. Click [Project] on the menu bar and click [Options for Target] to open the configuration

window.
3. Under the [Device] page, select Nuvoton - NuMicro Family > M2351 - M2351KIAAEES.

Option: o Tt Sccr S, e

Device Il Target I Output I Listing I User I C/C+ {ﬂ.DE}I Asm I Linker I Debug I Litilities I

I Software Packs ;I

Vendor: Nuvoton Software Pack
Device: M2351KIAAEES Pack: INumtun.NuMim_DFF‘.'l.1.2

Toolset: ARM URL:  pitp-/fwww nuvaton.com/hg/enu/Document

Search: I

<

Nuvoton The MuMicro M2351 series 32-bit microcontrollers .
1% 1SD Family
“{3 Mubdicro Family
% AUGL10
%3 Generic
‘% Mos1
‘% Mo518
“t% M0519
% mosss Device setting
=% M2351
€3

4 th B

QK I Cancel Defaults Help

=

L[+

RS (3
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Software model setting:

1. In the [Options for Target] window, click [Target] page.
2. In the [Code Generation] section, select [Software Model] as [Secure Mode].

13 option: for rerget e N ==

Device Cutput ] Listing ] |lzer ] C/C++ {AC'E]I] Asm ] Linker ] Debug ] Lhilﬂ'é%lﬂware model settin I

Muvoton M2351KIAAEES

Code Generation
¥al (MHz): |[12.0 ARM Compiler; |Llse default compiler version

Operating system: |N|:|ne Software Model: |Seu:ure Mode

. Mon-Secure Mode
Dystem Viewer Fle _mm
M2351_vw1.svd I+ Use MicroLIB Big Endian

| Use Custom File

Read/Cnly Memory Areas ReadWrte Memory Areas
default  off-chip Start Size Startup default off-chip Start Size Malnit
~  ROMI: | | . [~ RAMI: | | N
~  ROM2 | | - [ RAMZ: | | »
~  RoM3: | | - [~ RAM3: | | I_
an-chip an-chip
¥ IRoMT: [BD (80000 o ¥ IRAM7: |20000000 (013000 r

Flash, SRAM and Non-secure callable entry function location setting:

1. Inthe [Options for Target] window, click [Linker] page.

2. Inthe [Scatter File] section, click [Edit] button to edit [secure.sct]. Set Secure Flash start
address as 0x00000000 and size as 0x10000. Set Secure SRAM start address as
0x20000000 and size as 0x800. Locate Non-secure callable entry function in
Veneer$$CMSE region. Set the Non-secure callable region start address is Ox3F000 and
size is 0x800.

Secure code creates Non-secure callable function library:

® In the same [Linker] page, under the [Misc controls] section, create the output library
nsclib_Secure.o by adding command [--import-cmse-lib-out ..\lib\nsclib_Secure.o].

The Secure code adds “cmse_nonsecure_entry” attribute for Non-secure callable function.

| attribute__ ((cmse_nonsecure_entry))
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Options for Target 'Secure

S=5)

|| Device I Target I Outpt I Listing I zer I C/C+s {A.C'E}I Asm Debug I kilities I
| [T Use Memory Layout from Target Dialog X/0 Base: I
[T Make RW Sections Position Independent R/ Base: I
Make RO Sections Position Ind dent
[~ Make ions Position Indepen W Base I
[T Dont Search Standard Libraries
¥ Report might fail’ Conditions as Emors LTS I
Flash, SRAM and Non-secure callable entry function location setting
Scatt - ; |
c ﬁIIE: I_\secure.sct _I B Edit... |
Secure code creates Non-secure callable function library
Misc —import-cmsedib-out | Mib'nsclib_Secure.o -
controls il
Linker |-cpu=8-M Base "o -
control  |Hibrary_type=microlib —strict —scatter " ‘\secure sct”
string =
ok || Cancel || Defauts | Help
D secure.sct -
1 -
2 | LR ROM Ox0 0Ox10000 I
3|4
4 =
= EXE RCM +0
& {
7 #,o(RESET, +First)
8 * (+RC) . .
3 ¥ Flash and SRAM location setting
10
11 EXE RaM 0x20000000 0x3000
12 {
13 # (+RW, +ZI)
14 }
15
1e 1} -
1 | ] F
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D secure.sct v X
17 -
18 LR_NSC 0x3£000 0x2800
19 {
20 N5C_ROM +0 Non-secure callable entry function L
21 { location setting E
22 * (Veneser: :CHMSE)
23 ¥
24 }
25 -
a4 | 1 3
Debugger setting:
1. Inthe [Options for Target] window, click [Debug] to open [Debug] page.
2. Use [Nuvoton Nu-Link Debugger] as debugger.
3. Click [Settings] button to open [Debug] window.
4. Select [Chip Type] as [M2351] from the pull-down menu.
s | EE |"|

Options for Target "Secure’

Device I Target I CILrtertI Ustingl User I C/C++ {ACE}I Asm I Linker |tilties I

i~ Use Simulator  with restrictions

Debugger setting

[ Limit Speed tc

¥ Load Applicat
Intialization File:

—Mu-Link,

Drriver Wersion: IEE33&

ICE Yersion: |5533

— Chip Select

Chip Type:

Restore Debug

— FReszet Optionz

Drevice Family: I'Z'I'ft'Efi'ﬁ'r'-“I Conrect; IN:::rmaI 'I
Device [D: I':'H':'E= F11477 Reset: I.ﬁ.utudetect - I

S -

L]

Part: — Download Options

Max Clack: |12MH2 vI [T Werify Memary Code

Supparting Forum

Cancel ]

hittp: /s nusoton-m.com

0K Cancel Defaults

Help
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Debug Secure and Non-secure code setting:

1. In the same [Debug] page, under the [Initialization File] section, click [Edit] button to edit
[debug.ini]

2. Add command to load Non-secure image at the start of the debug session, to debug both
Secure and Non-secure code.

K options for et e .| =
Device I Target I Output I Listing I |ser I C/C+s {ﬂ.DE}I Asm I Unker |kilities I h
|

|
fl 7 Use Simulator  with restrictions Settings | & Use: INu-..rutnn Mu-Link Debugger ;I Settings |
I Limit Speed to Real-Time Debug Secure and Non-secure code setting
¥ Load Application at Startup ¥ Funto main() | oad lication at Startu Hun to mait
Initialization File: Initialization File:
I J Edit... | Idebug.ini J Edit... |
Restore Debug Session Settings Hestore Debug Session Settings
¥ Breakpoints ¥ Toolbox ¥ Ereakpoints v Toolbox
W Watch Windows & Peformance Analyzer v Watch Windows
¥ Memory Display ¥ System Viewer ¥ Memory Display ¥ System Viewer
CPU DLL: Parameter: Diriver DLL: Parameter:
| | ISAHM‘JBM.DLL I-I'u'IF‘LI
Dialog DLL: Farameter: Dialog DLL: Parameter:
| | ITCI'u'I.DLL I-p‘u’EI'U'IEL

Manage Compaonent Viewer Description Files ... |

oK |  Caneel Defauts | Help

] debug.ini Debug Secure and Non-secure code setting v X
1 1oad %1 incremental
2 g, main
2 load "..\\..\ \WNonSecure\\Eeil\\CObjecta\\NonSecure.axf" incremental no
4
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Download Secure and Non-secure code setting:

1. Inthe [Option for Target] window, click [Utilities] page.
2. Inthe [Configure Flash Menu Command] section [Init File] option.
3. Click [Edit] button to edit [nonsecure.ini] to download both Secure and Non-secure code.

3 G o Torge S

Device I Target I Output I Listing I User I C/C+= {A.C'E}I Asm I Linker I Debug

ANO0019

~ Configure Flash Menu Command :
igure Tesh FEnlLemmane " Download Secure and Non-secure code setting
¥ |Jze Target Driver for Flash Programming ¥ Use Debug Driver

— Use Debug Driver — Settings v Update Target before Debugging

Init File;l.\nunsecure.ini J Edit... |

" Use Extemal Tool for Flash Programming

Cﬂmmand:l

Fu'gumerﬂS:I

I Funlndependent

—Configure Image File Processing (FCARM):

Output File: Add Output File to Group:

CMSIS

Image Files Roat Folder: [ Generate Listing

Defaults |

[ ] nonsecure.ini Download Secure and Non-secure code setting v X
1
2 load ™..\\..“ “\NonSecure\“Eeil‘\\Objects‘‘\NonSecure.axf"
3
Ll UL F
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3.2.2 Non-secure Code

Software model setting:

1. Open Non-secure project in the Keil® MDK environment.
2. Click [Project] on the menu bar and click [Options for Target] to open the configuration

window.

3. In the [Options for Target] window, click [Target] page.
4. In the [Code Generation] section, select [Software Model] as [Non-secure Mode].

"I Options for Target NonSecur

Deu’ice Outpt I Listing I |ser I C/C+s {ADE}I Asm

Muvoton M2351KIAAEES
¥al (MHz): |12.0

I Linker I Debug I |tilties I

Software model setting

ANO0019

- Code Generation

ARM Compiler: ILlse default compiler version

Operating system:  |Mone

System Viewer File:

Software Maodel: INun-Secure Mode

Irv'IEEE'I_v'I.sw:I

[™ Use Custom File

Mon-5ecure Mode
Secure Mode

¥ Use MicroLIE [ Big Endian

— ReadWrite Memory Areas

— ReadOnly Memary Areas

default  off-chip Start Size

ROM1: | |
ROM2: | |

ROM3: | |
an-chip

IROM1: &0
IROM2: | |

|m511-n-n-n

default  off-chip Start Size

I~ RAMI: | |

© RamZ | |

™ RAM3: | |
an-chip

IRAM1- I{b-:E'I]-I]-[I-I]-I]-I]-[I' |cmaﬂ-n-n

IRAMZ: | |

Defaults I

Flash and SRAM location setting:

1. Inthe [Options for Target] window, click [Linker] page.

2. Inthe [Scatter File] section, click [Edit] button to edit [nonsecure.sct]. Set Non-secure
code Flash start address as 0x10040000 and size as 0x10000. Set Non-secure SRAM
start address as 0x30008000 and size as 0x10000.

Aug 31, 2018
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[T Use Memory Layout from Target Dialog
[T Make RW Sections Posttion Independent
[~ Make RO Sections Position Independent
[T Dont Search Standard Libraries
v Report ‘might fail’ Conditions as Emors

Flash and SRAM location setting

ANO0019

-

I Device I Tanget I Outputl Listing I |ser I C/C+= {AC'E}I Asm

Lirker | Debug I | tilities I

Scatter

Inunsecure st
File

Misc
controls

Linker
control
string

—cpu=8-M.Base “.0

library_type=microlib —strict —<scatter "nonsecure sct”

ok ||

| | Defauts | Help

[] nonsecure.sct v
1 A
2 |LR ROM 0x10040000 0x10000 r
3 |«
4
5 EXE ROM +0 =
3 {
7 #,0(RESET, +First) ) ,
8 * (+RO) Flash and SRAM location setting
9 ¥ B
10
11 EXE RAM 0x30008000 0x10000
12 {
13 * (+RW, +ZI)
14 ¥
15
16 3}
17 -
' m b
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Add Non-secure callable function library:
Add [nsclib_Secure.o] which is created by Secure project to use Non-secure callable function.

Project a (8
= WorkSpace -
“% Project: Secure
2%
=565 Monsecure
(3 CMSIS
[J User Add Non-secure callable
=5 Library functiagn library
[H 1 retarmet.c
A
gpic.c
( | ol

3.3 Secure and Non-secure State Switch

Secure and Non-secure code can run after compiling and downloading Secure and Non-
secure project. The state switches between Secure and Non-secure state that can be
observed by debug session. This section demonstrates how Secure code calls Non-secure
function and Non-secure code calls Secure function by debug session.

3.3.1 Execute from Secure Code to Non-secure Code

Start Secure code debug session:
Click [Debug] on the menu bar and click [Start Debug Session].

-
CAM2351B5P\SampleCode\Tru Template\Secure\KEIL\Secure.uvprojx - Zision

File Edit View Project Flash

eripherals Tools SVCS  Window  Help

"I Lj C ﬂl . -—"l @_ Start/Stop Debug Session Ctrl+F5 E l,.fl,.f=| @
O e | gﬂ secur o Reset cPu Start Secure code debgg session I
Project a EI =l Run F5
SREE WorkSpace & stop

3 Project: Secure

{*1 Step Fl11
43 Project: Monsecure (" Step Over =
{'V Step Qut Ctri+F11
{} Runto Cursor Line Ctrl+F10
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Secure code:
System executes Secure code (main.c) at first.
] mainc | Secure code v X
208 int main(void) P
Y 203 Of
210 5Y5 UnlockReg();
211
212 S5YS Init():
213
214 S* UART is configured as debug port */
215 DEBUG PORT Init(): IR

1] [

Add Non-secure code symbol:

Click [View] on the menu bar and click [Symbols Window] to open the configuration window.
In [Nonsecure] project [main_ns.c] file, find the [main] function. Right click and select [Show
code for ‘main()’] to add Non-secure code symbol.

Symbols

[+]

Module / Mame

=-Monsecure

"3 < Types>

TR |
'

Juf wfLibrary/StdDriver/src/gpio.c

g S LibranyStdDriver/sre/retarget.c

Lol ud o WdLibrary/Device/Nuvoton/M2351/ Source/ARM/ startup_M2351.5

g librany/ Device/Muveton/M2351 /Source/system_IM2351.c

[E g4
xS

o wfMonsecure/xom3_func.c

S Monsecyrefxoms func

2%

o wfMonsecure/main_ns.c

e R 3

SysTick_Config
MVIC_SetPricrity
SysTick_Handler
MonSecure_LED On
MonSecure_LED_Off
LED_On

LED Off

main

=
LR R S ¢ BE O S S S S S S

Aug 31, 2018

DEBUG_PORT Init
SysTick_Config
MVIC_SetPricrity
_fp_digits

Add Non-secure code symbol

Show code for ‘'main()’

Expand ‘'main’ to Clipboard

S5et Tracepoint at ‘'mainf’... g

Page 24 of 41

Location

010040420
010040860
01004047 C
010040512
01 00408E6
010040838
010040810
C,10040B74
010040796
010040420
010040860
010040 CES

2 B

Type
Application ﬂ
Module
Module
Module
Module
Module
Module
Module
unsigned int f{...  —
void flenum (IR...
void ()

int flunsigned i..

int flunsigned i...
void flunsigned...
void flunsigned...
int f{)

void ()

unsigned int f(...
void flenum (IR...

function

=l

Rev 1.00



NUVOTON AN0019
Non-secure code:
Then system can execute Non-secure code (main_ns.c).
_] main.e | ] main_nsc | Non-secure code v X
G O]/ mmmmmmmm .
Q7 Main function
98 L A
98 int main(void)
[ 21000k
101 DEBUG PORT Init():
102
103 printf ("\n");
104 e 3 R L}
105 printf (" Honsecure i=s running n");
106 T n");
107
108 Secure_func();
109 il
4 1 o b

3.3.2 Non-secure Code Calls Secure Function

This section describes Non-secure code calls Secure function to show how Non-secure state
switches to Secure state. When Non-secure code calls Non-secure callable function, it calls
related Non-secure callable entry function in Non-secure callable region. The first instruction
of Non-secure callable entry function is SG instruction. SG instruction is the entry point for
Non-secure state switching to Secure state. Then Non-secure callable function can be called
by Non-secure code.

If Non-secure code (main_ns.c) wants to call Non-secure callable function (Secure_LED_On)
it calls $Ven$TTSLSSecure_LED_On at first.

Secure code:

] maine ] main_ns.c v X

48 [-]7if defined { TICCARM ) s

49 | cmse nonsecure entry

S | Felse Secure function

51 | attribute ((cmSe NONSECUre entry))

52 Lfendif

53 int32 t]Secure LED Omfuint32 € num)
% s40%

55 printf ("Secure LED On call by Non-securein"):

Se PEO = O;

=0 return O;

S8 |k -
] 0 " P
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Secure code:
] mainc ] main_ns.c * X
48 [[]#if defined (_ ICCARM ) ~
49 | cmSe NonSecure entry
S50 | Fels=e |—|
51 |  attribute | (cmSe nonssecure entry)) i
52 Lgendif
53 int32 t] Secure LED Om (pint32 t num)
[® sak A
55 printfi”Seche LED Cn call by WNon-securein"):
Se BBO = 0O; |
57 return 0; | Non-secure code calls Secure function
58 | § I -
1| 11} [ 1 3
|
|
Non-secure code: I
Disassembly 1 1 [E
Ta: Secube LED On(6u); -~
O0x10040ABL 2006 MoV |—‘Qq4." —
0x10040ABC FOOOFEBZ EL | $VEH$TT$L$$SEGIJEE_LED_DH (0x10040C24) l—l
Ta: ]::reai-:; -
1 I ]
] mainc | ] main_ns.c | v X
68 vwvoid SysTic]-:_I-laz‘ﬂ:iler (volid) &
69 0 ¢ |
70 static uint3P_t ticks;
71 I
12 switch (ticksp+) Non-secure code calls _ il
73 0 L Non-secure callable entry function [
T4 case ZII:
75 ]'_ED_l}nl:'?'_;] :
T8 ]::real-::
77 C2S ek
> 7= | Secure LED On(fu):
79 H b
4 | 1] [ 3
Disassembly n (8]
£VenfTTELESSecure LED On: -
oe0x10040C24 B403 PUSH 1r0, r17
0Dx10040C26 4801 LDOR ra, [pc, £4] ; @0x10040C2C L
0x10040C28 9001 5TR 0, [sp, $4] L4
O0x10040C28 BDO1 BOP {r0,pc}
O0x10040C2C FO110003 DCI.W Oxf0110003 ; ? Undefined -
1 [
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$Ven$TTSLSSecure LED_On calls Non-secure callable entry function (Secure_LED_On) in
Non-secure callable region. System can switch from Secure state to Non-secure state
through the first SG instruction and execute the Non-secure callable function
(Secure_LED_On).

Secure code;:

Disassembly able entry function B

Non-secure ca
Secure LED On:
:9030003F010 ES7FESTF

OxOOO3F014 FTCZB948 B Secure LED Om | {0x0000124E) -
T [t
Disassembly / a @

54: { -
0x00001228 BSEO PUSH {r7f1lr}

0x000012AR BOS4 SUB spf=p, #0x10

0x000012AC 4601 MOV

Ox0O00012AE S003 STR f, [=p, ¥0xc]

55: printf ("Secure LED/Cn call by WNon-secure’n"):

Ox000012B0O F2421037 MOV 0, #0x2137

0x000012B4 F2CO00000 MOVT r0, %0 -
! Non-secure callable entry function L

[hmaanel [] main_ns.c calls Secure function v X
a7 L -
48 []71if defined { ICZARM |
48 | cmse nonsecure fentry
50 | ¥else
51 | attribute | (fmse nonsecure entry))

52 #endif
53 int32 t] Secure LED On (gdint32 t num)

[ saCf

55 printf ("Secure LED On call by Hon-securein"):

5& PBO = 0O;

S return 0;

58 | B

S ¥
1 1] 3

In the end of Secure function (Secure_LED_On), system switches from Secure state to Non-
secure state through a BXNS instruction.
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Secure code:

Disassembly a8
0x000012CE BOO4 ADD sp, Sp, #0x10 -
0x000012D0 BCEO PCF {r7}
0x000012D2 BCOZ PCF {ri}
0x000012D4 468E MOV 1r,rl
0x000012D6 4671 MOV rl,1lr L
0x000012D8 4672 MOV r2,1lr L4
0x000012DA 4673 MOV r3,1lr
0x000012DC 46F4 MOV rlz,1lr
0x000012DE F3B8ESE00 _nzcovg,lr ; formerly CPSE T

or0x000012E2 4774 BXHNS 1r -

‘ [

] mainc | ] main ns.c * X
53 int32 t]Secure LED 1uint32_t Tilam )
(0] 54 HA I
1 printfi"SeFure LAD On call by WNom-securein"): |—|

5g PBO = O;

S return 0;

b 58 | 3 In the end of Secure code and El

a7 o 1 switch back to Non-secure state .
|
|
Non-secure code: II
Disassembly 1 o @
T8: SechE_LED_Dn [eu) s &
Ox10040RBL 2006 HD‘.F'S r0, #6
0x10040ABC FOOOFSEZ BL EVenSTTSLSS5ecure LED On (0x10040C24) i
Ta: l':IIEﬂ!(.: l—l
80: case 300!
CHOx10040RC0 2002 sTRI 30, [=p, #8] -
4 1 [ *
: = |
] main.c | main_ns.c 1 - X
68 woid S},FSTiC]{_HElnE‘lEI [wdid) -
69 1
70 static uint32| t ticks;
71 r
72 switeh (ticks+l) i
73 & { | L
T case i |
75 LED_C‘]‘[ [(Tu) :
T& break;
77 ca """'@

i 78 Secure LED On(6u);

[}[} 78 break; -

4 | 1] | 3
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3.3.3 Secure Code Calls Non-secure Function

Secure code (main.c) calls Non-secure function (NonSecure_LED _On) by Non-secure
function pointer (pfNonSecure LED_On). The BLXNS instruction is the entry point system
switches state from Secure state to Non-secure state.

Secure code:

Disassembly 1 [E
0x000014%4 4689 MOV r9,rl -
0x000014%96 4682 MOV rld,rl
0x000014%8 468B MOV rll,rl
0x000014%2 468C MOV rlz,rl L4
0x0000149C F3818800 BRPSE nzcovg,rl ; formerly CPSR T

o0x000014A0 478C BLXNS rl -

i [ »

] maine | ] main_ns.c * X
121 woid SysTick Hagpdler(void) -
122 4
123 static uintf2 t ticks:

124

125 switch(ticl=++)

126 ] { Secure code calls Non-secure function
127 case -

128 LEp On () : LM
1249 brpak:

130 case 200:

131 LED off():

132 byeak:

ILEE case F00:

124 iy (pfNonSecure LED On != HULL)

135 [H {

[F 136 || pfNonSecure LED On{lu);

137 H T T

1| 1] I 3

I
I
Non-secure code: I

] main.c Jrﬁ \'( v X
36 int32 t|HonSecure LED Omn(pint32 t num) -

[ =70k

38 printf ("Nonsecure LED On call by Securein™): L4
39 BCO N5 = 0O;

40 return 0;

41 | } o

]| i | i
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Non-secure function (NonSecure_LED_On) is complete and returns to Secure state.

Non-secure code:

Disassembly o B
40: return 07 -
0x10040930 9001 5TR r0, [=p, #4]
0x10040932 4610 MCW rd,x2 |:|
0x10040934 BOD4 LDD sp, Sp, #0x10
oy0x10040936 BDEO m {r7,.pc} -
4 ] »
] mainc ] main_ns.c * X
36 1int32 t NnnSecure\_LED_Dn uint32 t num) -
i 37 H4 ) il
38 printfi"NT:'.se nure LED Om call by Secure’\n™): |_|
39 PCO N5 = §:
B2 20 eI Non-secure function complete and
<] W 1\ return to Secure state -
\
\
Secure code: “
] mainc ] main_ns.c \ * X
121 woid 5},:5Tic]-:_}landler( odid) -
122 4 \
123 static uint32 £ tifks:
124 \
125 switchitic]-:5++]‘
126 [H i \
127 case O:
128 T_ED_Dni]‘: E
129 break: \ —
130 case 200: \
131 LED Off (N
132 break:; \
1LEE case 300: \
134 if ipronSe\cure LED On != HNULL)
135 [H { N
¥ 136 || pfNonSecure LED On (Il'.:.],:
137 ]
138 break:; 7
4| 1] [ 3
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4 Sample Code

The TrustZone® sample code shows security attribution configuration and the state switch
between Secure and Non-secure state. Figure 4-1 shows the SAU memory map which is
defined by SAU. SAU defines the Non-secure region where data does not need protection
and anyone can read or modify it, including Non-secure Flash, SRAM, peripheral and Non-
secure callable Flash. Other regions not defined by SAU is Secure and data in the Secure
region cannot be read and modified by everyone. SAU defined security memory map and
IDAU memory map are compared with each other to determine the security attribution result.
In the sample code, SAU defined attribution has the higher secure priority. The security
attribution result is based on SAU configuration.

System

System control and debug OX5FFFFFFF

Non-secure Peripheral

) 0x50000000
External Peripheral

0x40000000
0x30017FFF
External SRAM Non-secure SRAM 0x30008000
0x30000000

Non-secure Peripheral
] 0x20000000

Secure Peripheral
Non-secure SRAM

0x1007FFFF

Non-secure Flash 0x10040000

Non-secure callable SRAM 0x10000000
Non-secure Flash 0x00807FFF

Non-secure callable Flash 0x00807E00

Non- llable Flash Ox0003F7FF
on-secure callable Flas 0X0003F000
0x00000000

Non-secure callable Flash

N\ T

Address IDAU Memory Map SAU Memory Map

0x00000000 I
Ox00000000 Secure Flash

Figure 4-1 TrustZone® Sample Code SAU Memory Map
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The TrustZone® sample code also shows Secure and Non-secure state switch. Secure and
Non-secure codes configure their Systick independently. System enters Systick interrupt
periodically. In Secure code, system toggles PB.1. In the Non-secure callable function,
system toggles PB.O. In the Non-secure code, system toggles PC.1. When Secure code calls
Non-secure function, system toggles PC.0. State switch between Secure and Non-secure
state can be observed from GPIO status (high or low) change. Table 4-1 lists the GPIO and
its related code state.

GPIO Code State

PB.0 Secure code calls Non-secure function.
PB.1 Secure code.

PC.0 Non-secure code calls Secure function.
PC.1 Non-secure code.

Table 4-1 TrustZone® Sample Code GPIO and Related Code State

4.1 Security Attribution Configuration

This section demonstrates how to configure resources security attribution by programing
including memory map, Flash, SRAM, peripherals and peripheral interrupts.

4.1.1 Memory Map

Memory map security attribution is set by SAU. For example, plan the address 0x3F000-
Ox3F7FF for Non-secure callable function and set security attribution as Secure and Non-
secure callable.

/* Enable SAU */
SAU->CTRL = SAU_CTRL_ENABLE_Msk;

/* Set SAU region 3 */
SAU->RNR = 3;

/* Set SAU region @ start address */
SAU->RBAR = (Ox0003F000 & SAU_RLAR_BADDR_Msk);

/* Set SAU region @ end address and attribute */
SAU->RLAR = (@x@003F7FF & SAU_RLAR_LADDR_Msk) | SAU_RLAR_NSC_Msk | SAU_RLAR_ENABLE_Msk;
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4.1.2 Flash

Flash security attribution is set by the register NSCBA (Non-secure base address register,
address 0x00200800). NSCBA sets the start address of Non-secure region in Flash and its
read/write is through FMC. User can read the register SCU_FNSADDR (Flash Non-secure
address register, address 0x4002F028) to get current NSCBA setting. For example, set the
NSCBA value as 0x40000.

/* Non-secure code start address setup */
void FMC_NSBA_Setup(void)
{
/* Check if NSBA value with current active NSBA */
if(SCU->FNSADDR != 0x40000)
{
/* Unlock Protected Register */
SYS_UnlockReg();

/* Enable ISP and configuration update */
FMC_DISABLE_ISP();
FMC_ENABLE_CFG_UPDATE();

/* Setting NSBA when it is empty */
if( FMC_Read(0x200800) == oxfffffffful )
{

FMC_Write(0x200800, 0x40000);
/* Force Chip Reset to valid new setting */

SYS->IPRST@ = SYS_IPRSTO_CHIPRST Msk;

while(1);

4.1.3 SRAM

SRAM security attribution is set by the register SCU_SRAMNSSET (SRAM secure attribution
set register, address 0x4002F024). For example, set the address 0x0-OxBFFF as Secure and
set the address 0xC000-0x17FFF as Non-secure.
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/* SRAM Secure Attribution Configuration */
SCU->SRAMNSSET = Ox00000FCO;

4.1.4 Peripheral

Peripheral security attributions are set by the register SCU_PNSSETO0-SCU_PNSSET6
(Peripheral secure attribution set register 0-6, address 0x4002F000-0x4002F018) and
SCU_IONSSET (IO secure attribution set register, address 0x4002F01C). For example, set
the UART1 security attribution as Non-secure.

/* Set UARTO Peripheral Secure Attribution */
SCU->PNSSET[3] |= SCU_PNSSET3_UART1_Msk;

Or set UART1 security attribution as Non-secure by SCU_SET_PNSSET().

/* Set UARTO Peripheral Secure Attribution */
SCU_SET_PNSSET (UART1_Attr);

4.1.5 Peripheral Interrupt

Peripheral interrupt security attributions are set by the register NVIC ITNSO-NVIC _ITNS3
(Interrupt Target Non-secure Register 0-3, address OxE000_E380-OxE000_E38C). For
example, set the UARTL1 interrupt security attribution as Non-secure.

/* Set UART1 Interrupt Vector Secure Attribution */
NVIC->ITNS[1] |= BIT5;

Or set the UART1 interrupt security attribution as Non-secure by NVIC_SetTargetState().

/* Set UART1 Interrupt Vector Secure Attribution Configuration */
NVIC_SetTargetState(UART1_IRQn);

4.2 Secure and Non-secure State Switch

The system starts up in Secure code by default. This section demonstrates how Secure code
is executed to Non-secure code. The Non-secure code can call Secure function and the
Secure code can call Non-secure function, too.

4.2.1 Execute from Secure Code to Non-secure Code

Secure code;

Before executing Non-secure code, user needs to set Non-secure vector table address and
Non-secure Main Stack Pointer, use a Non-secure function pointer and assign the value to
Non-secure code Reset Handler function. Use cmse_nsfptr_create intrinsic to clear LSB of
Non-secure function address, then use Non-secure function pointer to call Non-secure
function directly.
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/* typedef for NonSecure callback functions */
typedef __ attribute__ ((cmse_nonsecure_call)) int32_t (*NonSecure_funcptr)(uint32_t);

void Nonsecure_Init(void)

{
/* Non-secure function pointer */
NonSecure_funcptr fp;
/* SCB_NS.VTOR points to the Non-secure vector table base address. */
SCB_NS->VTOR = 0x10040000;
/* 1st Entry in the vector table is the Non-secure Main Stack Pointer. */
__ TZ_set_MSP_NS(*((uint32_t *)SCB_NS->VTOR));
/* 2nd entry contains the address of the Reset_Handler function */
fp = ((NonSecure_funcptr)(*(((uint32_t *)SCB_NS->VTOR) + 1)));
/* Clear the LSB of the function address to indicate the function-call
will cause a state switch from Secure to Non-secure */
fp = cmse_nsfptr_create(fp);
/* Non-secure function call */
fp(@);
}

4.2.2 Non-secure Code Calls Secure Function

Secure code:

Secure code adds “cmse_nonsecure_entry” attribute for Non-secure callable function
(Secure_LED_On).

/* Secure function and Non-secure code callable */
attribute__ ((cmse_nonsecure_entry))
int32_t Secure_ LED On(uint32_t num)

{
printf("Secure LED ON call by secure\n");
PBO = 0;
return num * 3;

}
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Non-secure code:

Then Non-secure code can call Non-secure callable function (Secure_LED_On) which is
provided by Secure code.

/* NonSecure Callable Functions from Secure Region */
extern int32_t Secure_LED On(uint32_t num);

/* Non-secure code call Secure function */
void SysTick Handler(void)

{
Secure_LED On(6u);

4.2.3 Secure Code Calls Non-secure Function

Non-secure code:
Secure code can call Non-secure function directly. The following is a Non-secure function.

/* NonSecure functions used for callback */
int32_t NonSecure_ LED On(uint32_t num)

{
printf("Nonsecure LED On call by Secure\n");
PCO NS = 0;
return 0;

}

Call Non-secure callable function and return Non-secure function address to Secure code
when executing Non-secure code.

/* NonSecure Callable Functions from Secure Region */
extern int32_t Secure_ LED On_callback(void *callback);

void main(void)

{
/* register NonSecure callback in Secure application */
Secure_LED_On_callback(&NonSecure_LED On);
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Secure code:

Secure code stores the Non-secure function address in Non-secure function pointer and clear
the LSB of Non-secure function address by cmse_nsfptr_create intrinsic, then Secure code
can call Non-secure function directly by Non-secure function pointer.

/* typedef for NonSecure callback functions */

typedef __ attribute_ ((cmse_nonsecure_call)) int32_t (*NonSecure_funcptr)(uint32_t);

/* NonSecure callback function */

NonSecure_funcptr pfNonSecure LED On = (NonSecure_funcptr)NULL;

/* Secure function for NonSecure callbacks exported to NonSecure application */
__attribute__ ((cmse_nonsecure_entry))
int32_t Secure_LED _On_callback(NonSecure funcptr *callback)
{
pfNonSecure LED On = (NonSecure_funcptr)cmse_nsfptr_create(callback);

return 0;

/* Secure code call Non-secure function */
void SysTick_Handler(void)

{
pfNonSecure_ LED On(1u);

4.2.4 Non-secure Security Attribution Check

Secure code provides Non-secure callable function for Non-secure code to call Secure
function. It also provides parameter and return value. Secure function can check the memory
security by cmse_check_adress_range intrinsic before reading or modifying any data to avoid
the important data is stolen or broken.

Non-secure code:

If “ticks” variable value is greater than 600 then call Non-secure callable function to clear
“ticks” variable value.

/* NonSecure Callable Functions from Secure Region */
extern void ResetTick(uint32_t* buf)

5

/* Non-secure code call Secure function */

void SysTick Handler(void)
{
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static uint32_t ticks;

if(tick>600)
ResetTick(&ticks);
else

ticks++;

Secure code:

This Non-secure callable function is used to clear the specified variable value to 0. Check if
the variable value is located in the Non-secure region before it is modified. Clear the variable
value to O if the variable address is in the Non-secure region and add 1 to the counter.

/* Secure function and Non-secure code callable */
uint32_t g u32Counter = 0;

__attribute__ ((cmse_nonsecure_entry))
void ResetTick(uint32_t* buf)

{
/* Check buffer space from Non-secure */
buf = cmse_check_address_range(buf, 1, CMSE_NONSECURE);
if(buf==NULL) return;
/* Set buffer value to @ */
*buf = 0,
/* Record Non-secure Systick reset counter value */
g u32Counter++;
}
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5 Conclusion

In the 10T (Internet of Things) application, devices not only can communication with each
other through the internet but can be attacked through the Internet. The security is an
important topic to protect device and information. The Arm® TrustZone® technology partitions
hardware into Secure and Non-secure world. The device itself is reliable and Secure code is
executed in Secure world. The information from Internet is unreliable such that Non-secure
code is executed in Non-secure word.

Through IDAU which defines fixed memory map security attribution with the user configurable
SAU, all of microcontroller resources can be configured to Secure and Non-secure including
memory map, Flash, SRAM, peripherals and peripheral interrupts. After planning the security
attribution of these resources, the Non-secure world can only access Non-secure memories
and resources, while the Secure world can access all memories and resources, including
secure and Non-secure.

The security attribution can be set by programming or a configuration wizard interface in the
Keil® MDK development environment. The code can switch between Secure and Non-secure
state. An authentication method can be added to Secure code to certify if the Internet
information is trusted so as to provide authority for Non-secure code to access Secure
resources. With TrustZone® hardware architecture and software authentication, the loT
application can be implemented safely and flexibly.
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property damage.
Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic energy
control instruments, airplane or spaceship instruments, the control or operation of dynamic, brake or
safety systems designed for vehicular use, traffic signal instruments, all types of safety devices, and
other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims to
Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages and liabilities
thus incurred by Nuvoton.

Flease note that all data and specifications are subject to change without notice.
All the trademanrks of products and companies mentioned in this datasheef belong to their respective owners.
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